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RSU Standardization SDD Walkthrough Day 1 – WG Meeting 

The following are meeting notes from the Design Details Walkthrough for the RSU Standardization WG.  
The meeting was a web conference on Tuesday, December 1, 2020 scheduled from 12:00 PM EST to 
5:30 PM EST. 

The meeting was called to order at 12:02 PM EST. 

The following RSU Working Group members (and alternates) were present: 

Blaine Leonard, Utah DOT (co-
chair) 
Justin McNew, JMC Rota Inc. 
(IEEE/SAE), (co-chair) 
Wolfgang Buckel, Siemens (Alt) 
Alan Davis, Georgia DOT 
Joe Gorman, Michigan DOT 

Jason Graves, DENSO 
Michael Ippoliti, Volvo Group 
John Kenney, Toyota Info Tech 
Labs 
Dave Miller, Siemens 
Ehsan Moradi Pari, Honda 
Christopher Poe, Mixon Hill 

Faisal Saleem, MCDOT 
Danyang Tian, Honda (Alt) 
Walt Townsend, Applied 
Information, Inc. 
Joanna Wadsworth, City of Las 
Vegas 
April Wire, MCDOT (Alt)

 

A quorum was present. 

Participants included: 

Kingsley Azubike, FHWA 
Deborah Curtis, USDOT 
Ed Fok, FHWA 
Steve Sill, USDOT 
Siva Narla, ITE 
Nicola Tavares, ITE 
Justin Anderson, Noblis 
Tony Ahmad 
Auref Aslami 
Sue Bai, Honda 
Rob Baily 
Ralph Boaz, Pillar Consulting 
Kevin Chan, Minnesota DOT 
Patrick Chan, ConSysTec 
Alan Clelland, DKS 
Bronwen Crowe, ConSysTec 
Matt D’Angelo, Gresham 
Smith 

Julie Evans, RS&H 
Chuck Felice, Utah DOT 
Robert Fijol 
Anthony Gasiorowski, WSP 
Jacob Harel 
Terry Haukom, MNDOT 
Nick Hegemier, DriveOhio 
Zhitong Huang, Leidos 
Matthew Huerta 
Manny Insignares, ConSysTec 
Peter Jager, Utah DOT 
Jean Johnson, NEMA 
Dmitri Khijniak, Parsons 
Ed Leslie, Leidos 
Israel Lopez, Triunity, Inc. 
Steve Misgen 
Venkat Nallamothu, AASHTO 
Linda Nana, Noblis 

Iouri Nemirovski, Siemens 
Jay Parikh, CAMP 
Eric Raamot, Econolite 
Robert Rausch, TransCore 
Randy Roebuck, OmniAir 
Jesus Ruiz, McCain Inc. 
Ted Sadler, Integral Blue 
Mike Schagrin, McCain, Inc. 
Ed Seymour, TTI 
Kellen Shain, Noblis 
Michael Stelts, Panasonic 
John Thai, City of Anaheim 
Michaela Vanderveen, Still 
Waters Consulting Inc. 
Joanna Wadsworth 
Ken Yang, AECOM 
Kevin Vitta, ITS America?

 

- Introduction/Agenda (Blaine Leonard) 
- Anti-trust Guidelines (Siva Narla) 
- Purpose, Roll Call of WG Members, Quorum reached (Blaine Leonard) 
- Purpose, Project Status (Justin McNew)  
- Review of SDD Walkthrough Process, Entry Input, WTWB, Walkthrough Criteria (Patrick Chan) 
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SDD Walkthrough (Patrick Chan) 

*Patrick Chan also captured notes/changes/amendments within the WTWB as discussion took place* 

2.5.1.1 Operating Voltage 

- Randy: Any reason we can’t call out the voltage here? 
- Ralph: Yes, there is a range we can include in here (in 33.3.7). 

3.3.1.1 Power-over-Ethernet Plus (PoE+) 

- Ralph: 33.3 is too restrictive. Should just be 33. 
- John Kenney: Expected to see a year referenced in the Additional Specifications column, not just 

the document. Specify. Added -2018. 
- Ralph: Section 33 was all about power-over-ethernet spread across multiple sub sections.  
- Justin McNew: Type 2 Power Device is very specific and meaningful.  
- Ralph: IEEE 802.3-2018 should be referenced.  
- Tony: Can we be backward compatible?  
- Justin McNew: We have always required PoE+. 
- Ralph: (Screen Sharing of 33.3.7 PD Power, Input power to the device) 

o Ralph: Why do we need the voltage range written here if we’ve already specified Type 2 
and referenced this table?  

o Jean: Add the following: “Section 33.3 includes table 33-18 which includes a various set 
of parameters against which the RSU can be tested and certified. (Input voltage, 
minimum, maximum, etc.).” 

o Siva: Agree with Justin that we should reference the table number and leave the rest 
out. The standard should not be written like a spec.  

o Terry Haukom: This could lead to code issues, etc. 
o Justin McNew: If you’re the developer, I don’t think there is a lot of room for error with 

the specifications we have provided. (Reference the table and say, “…includes input 
voltage along with other electrical parameters”). 

o Ed Fok: Make sure we don’t have any life cycle hard-sourcing issues.  

2.5.1.2 Extreme Environmental Conditions 

3.3.1.2.5 Rain Resistance Test / 3.3.1.2.6 Corrosion Resistance Enclosure 

- Remove NEMA 250 from Design Details on 3.3.1.2.6?   
- Steve Sill: Seems reasonable in this situation to say, “comply with A or B”. But be wary about the 

words, “or equivalent” …too much freedom for this customer to figure out what this means.  
- IP 66 and 67? 
- Justin McNew: I believe we should stick with IP 67.  

o In places like Michigan, for example, devices get covered in ice. The device becomes 
submerged and causes leaks.  

- Important to remember that there was a predicate written to assume that the following 
requirements are pole mounted. (3.3.1.2.5, 3.3.1.2.6, 3.3.1.2.7, 3.3.1.2.8).  

- Randy: What about functioning while testing? Continuously functioning? 
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o Clarify that all tests shall be conducting while the RSU is operational (this goes for 
3.3.1.2.5 – 3.3.1.2.8). 

- Agreed to use IP67. 

3.3.1.2.8 Wind Resistance Test 

- Ralph: Suggests removing requirement. Most agencies are going to have a structural engineer 
secure the RSU anyway.  

- Bob: Agreed. I don’t think you need this.  
- Requirement removed. Agency has to take responsibility for the structure.  
- Randy: Does it matter what kind of bolts and threads they use?  

o Ralph: We say it needs to be non-corrosive material.  
- Justin McNew: Why don’t you just remove the word “enclosure” from 3.3.1.2.6 and reword the 

requirement to say “shall have be house in a corrosion resistant enclosure…” 
- Wolfgang: Argument to keep the word “Enclosure” in 3.3.1.2.6 

o The word “Enclosure” was added back to 3.3.1.2.6.  

*10-Minute Break at 1:48 PM EST  2:00 PM EST* 

2.5.1.3 Power Protection and Filtering  

3.3.1.3.1 Power Interruption  

- Ralph: The PoE input requirements may help us here.  
- Bob: Main concern is that the RSU be hurt by any sort of power interruption (no matter what 

sort of power interruption is introduced, the RSU must always start).  
- The RSU must properly restart and recover after power interruptions. Look at NEMA TS 2- 

Section 2.1.4 (but it’s at 110 VAC).  

2.5.1.4 Withstand Vibration and Shock 

3.3.1.4.3 Vibration Testing RSU 1 

- Make a note for tests performed operating before, during and after. Bob uses NEMA vibration 
test before the other environmental test.  

- Julie Evans: IEC is sinusoidal, but I don't have any background on why that is needed distinctly 
from the MIL-STD. 

3.3.1.4.4 Shock and Vibration Testing RSU 2 

- [Action: Zhitong] Contact Saxton Labs about these tests, and the differences.  

3.3.1.4.6 Vibration Testing RSU 4 

- Removed.  

2.5.1.5 Resistant to Electronic Emissions 

3.3.1.5 Resistance to Electronic Emissions 

- Additional Specification: NEMA TS 10 – per SAE J1113.  
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- [Action: Randy] Reach out to UL/Kendra about this. 

3.3.1.7 Resistant to Electrostatic Discharge 

- [Action: Zhitong] Check.  
- Consider adding language for grounding? 

2.5.1.8 Limit Electronic Emissions 

3.3.1.8.1 Electronic Emissions 

- Terry: “Shall adhere to code of…” this doesn’t mean you’re certified. It should have to state if it 
is certified.  

- Randy: How about “shall require”? 
- Action: Check the proper language (certification?). 

o “Grant of equipment authorization” is proper language. 
- [Action: Terry] Verify. 

o Terry: I found this and found the mention of software interesting: 
 (1)  Label -Although a radio has passed Part 90 Certification for technical 

compliance, emissions, etc., it must have an FCC label on the radio to show that 
it has been cleared for import to the US. This label must bear the FCC ID, such as 
ZP5UV-5R, and placed on the radio by the manufacturer prior to export to the 
US. 

 (2)  Software - As of January 1, 2013, Part 90 certified radios must include or 
have available mandatory software that prevents accidental field programming.  

o Both requirements must be met." 

3.3.1.8.3 3GPP PC5 Mode 4 (Release 14 or 15) Emissions Mask 

- [Action: Terry] Check the report and order? 

2.5.1.9 Mounting  

3.3.1.9.1 RSU Pole Mounting Requirements 

- Rewording…” on a pole or a mast arm”. 
- Nick Hegemier: As far as mounting (rack or shelf), I think we need to think about the common 

understanding of what an RSU means to the general audience. Most RSUs are being installed on 
poles while edge processing would be installed in the cabinets. 

3.3.1.9.2 RSU Rack Mounting Requirements  

- [Action: Ralph] Need a description of the various mounting options and reference the ConOps – 
e.g., where is the radio and the processing unit? The processing unit would be rack mounted 
and the radio mounted on a pole or a mast arm, with a PoE between them. Where is NTCIP 1218 
and security (HSM)? Define the complete package. Talk to Michaela V and Wolfgang B.  

2.5.1.10 Diagnostic Testing 

3.3.1.10.1 Diagnostic Mode – Forwarding Received Messages  
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- Wolfgang: Add “… without verifying signatures (unsigned), and specified data retrieval.”  

4.4.1.1.1 Diagnostic Mode – Forwarding Received Messages Design Details  

- [Action: Patrick] Can we log RSSI, PPP, MCS, SEID(?), HARQ, L2ID? features. Patrick to verify. 
- If logging the interface is necessary for an RSU requirement, then that feature must be 

mandatory in NTCIP 1218.  
- Manny: You have to write out an error if you don’t define a SPaT message.  

3.3.1.10.3 Diagnostic Mode – Storing Sent and Received Messages 

- Rewording “…received on all interfaces…” 

3.3.1.10.4 Diagnostic Mode – Features Accessible through SNMP  

- Rewording “…SNMPv3…”  

3.3.1.10.5 Diagnostic Mode – Unverified Transmitting (Renamed  Transmitting without Signature) 

- Reworded (Text “onboard” and “applications” removed). 

4.4.1.1.3 Diagnostic Mode – Unverified Transmitting Design Details 

- Added text: If the message is signed elsewhere, the message will remain signed.  
o Justin McNew: I don’t see the capability to transmit messages received on the interface 

here. If TIM is being generating by TMC, received on network interface, will RSU forward 
that without signing it?  

- Randy: What is an agency decides that they want to run an RSU in this mode, do we allow them 
to run it like this forever/temporarily? 

- Patrick: Right now, there is no way to put a time limit on it.  
- Michaela: It can’t have unsecure data and the signature. Will be obvious from the header 

whether it is signed or not signed (with only one signature).  
o The signature can be stripped out if you want.  

- Jean: Some concerns. I think all of these diagnostic mode requirements/design details need 
more work.  

- Nick: If I’m transmitting a message that’s not signed, why do we even care? 
- Michaela: Because you will not be conformant. To be conformant, you have to sign all the SPaT 

messages.  
- Nick: From the diagnostic signed, your device won’t be functional to the rest of the 

environment. The messages that’s being broadcasted won’t be able to be utilized by the other 
cars/infrastructure.  

- Justin McNew: I don’t think we need to worry about the time limit object right now.  
- Michaela: FWIW: We security SMEs feel rather arm-twisted to even allow this diagnostic mode. 
- Ted: if it helps, integrators and maintainers are often in the position of needing to validate 

functionality of a device while they are responsible for it contractually. If a unit gets installed, 
integrated, added to SCMS, and THEN is found to be faulty, it increases burden of replacement 
and makes the integration process more difficult. 

o Ideally, we would want to verify functionality in a lab environment before deploying it 
and integrating it into an SCMS. 
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- Nick: Should the RSU present a warning somehow that the unit is in diagnostic mode? 
o Ted: I really like that suggestion. something akin to a self-signed certificate warning in a 

browser. 
o Michaela: Issue would be that that indication would have to be signed to be trusted... 
o Blaine: Doesn't the "diagnosticSigningDisabled" value do exactly that? 
o Ted to Blaine: Yes, but to @michaela's point, the vehicle isn't going to get the string 

value because it's going to ignore and potentially grey-list the RSU's messages. 
o Nick to Blaine: Depends on if there is a requirement for a web interface for 

configuration of RSUs. If so, that type of alert could show up there, as well as in the 
message. 

o Ted: Really, in order to implement what nick and ed suggested, you'd almost certainly 
need to modify OBUs to enable reception of unsigned messages to receive the warning. 

o Michaela: Not a fan of this message to say "I'm in diagnostic mode". An attacker can 
then mount a DOS attack on the RSU. 

o Nick to Ted: If we are talking about adding/removing a time limit, a warning on the 
configuration interface may be easier to implement for instances where someone 
disconnects and leaves the unit in diagnostic mode accidently. 

o Michaela: Clearly, the diagnostic mode is a security hole. It is needed, so it has to be 
controlled. 

o Nick: If I were to make a recommendation, I would say that a 1-2 hour time frame for 
diagnostic mode would be sufficient. 

o Ted: I think I'd agree with the time limit as a needed control mechanism. 
- Ed Fok: Transmission w/out signature as a diagnostic mode shall be allowed only with very clear 

indication to anyone able to see of receive signal from the RSU.  I would also suggest core 
functions be disabled to prevent a device to broadcast in a diagnostic mode.  Additional use case 
and red team consideration should be done before such a 'feature' be memorialized. This mode 
will be highly welcomed at DEFCON. 

- Ed Fok: Some security reference that could be useful: 
o https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-82r2.pdf 
o https://nvd.nist.gov/800-53/Rev4/control/MA-4 
o https://nvd.nist.gov/800-53/Rev4/control/MA-3 

*10-Minute Break from 4:45 PM EST  5:00 PM EST.  

2.5.1.11 Minimize Time for Maintenance Personnel 

3.3.1.11.1 Power Indication 

- Verify by inspection 

3.3.1.11.2 Power Indication Location 

- Rewording “…pole or mast arm.” 
- [Action: Ralph] Accommodate for viewing angle. 
- Nest the 3 status requirements for clarity.  

3.3.1.11.4 Status Indication 

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-82r2.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-82r2.pdf
https://nvd.nist.gov/800-53/Rev4/control/MA-4
https://nvd.nist.gov/800-53/Rev4/control/MA-4
https://nvd.nist.gov/800-53/Rev4/control/MA-3
https://nvd.nist.gov/800-53/Rev4/control/MA-3
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- Verify by inspection.  
- Nest the 3 status requirements for clarity.  

3.1.11.5 Status Indication Location 

- [Action: Ralph] Accommodate for viewing angle.  

3.3.1.11.6 Status LED Characteristics 

- Remove nominal in the table.  

2.5.1.12 Quality Construction  

3.3.1.12.1 Furnished Equipment (Removed) 

- Bob: Note that this is a procurement function.  
- Ralph: Can we have an appendix of guidance for the procured? 
- Jean: In lieu of an appendix, you could move this requirement to the considered but not 

included annex. 

3.3.1.12.3 Non-Electric Hardware Materials (Renamed) 

- Reword: “non-electronic” hardware 
- We are all in agreement that this means plastic hardware is fine? 
- Bob: Plastic hardware is fine. But we don’t allow nylon hardware in the construction of a lot of 

stuff (becomes brittle with time).  
- Nick: What if you add the word “any” in front of metal? 
- Terry: What if we say “polymers”? 
- Agreement over just “metal non-electronic hardware” 

3.3.1.12.4 Electrical Isolation and Equipment Grounding 

- Also needs to be compatible with ANSI.  
- [Action: Randy] Verify.  
- Nick: Verify by inspection.  

*Stopped at 3.3.1.12.5.2 PCB Locking Devices, starting with 3.3.1.12.6 Availability tomorrow (12/2).  

Day 1 adjourned at 5:35 PM EST. 

 

Chat Log   C:\Users\ntavares.WORKGROUP\Documents\ChatLog RSU 
Design Walkthrough 2020_12_01 17_37.rtf 
 
Meeting Facilitator (to Presenter Only): 12:17 PM: Is walkbook in 
basecamp? 
SIVA NARLA (to Everyone): 12:19 PM: Good Morning or Afternoon to you 
all and welcome. 
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Michael Ippoliti (to Organizer(s) Only): 12:27 PM: I need to step out for a 
conficting meeting - back in 30 minutes. Sorry! 
SIVA NARLA (to Everyone): 12:36 PM: thanks Michael for letting us know. 
Meeting Facilitator (to Everyone): 12:36 PM: Use the (+) sign to increase 
the viewing size on your own screen 
Venkat Nallamothu (to Organizer(s) Only): 1:01 PM: Have to sign off 
briefly for a conflicting meeting. Will re-join later in the day. Thank you-
Venkat 
Meeting Facilitator (to Everyone): 1:48 PM: See you back at 2PM 
Julie Evans (to Everyone): 2:35 PM: IEC is sinusoidal, but I don't have any 
background on why that is needed distinctly from the MIL-STD 
Julie Evans (to Everyone): 2:36 PM: this was raised as redundant in the 
previous development 
Terry Haukom MNDOT (to Everyone): 2:53 PM:  shall have an FCC Part 15 
compliant certification  
Terry Haukom MNDOT (to Everyone): 2:58 PM: I found this and found 
the mention of software interesting  "(1)  Label -Although a radio has 
passed Part 90 Certification for technical compliance, emissions, etc., it must 
have an FCC label on the radio to show that it has been cleared for import 
to the US. 
 
This label must bear the FCC ID, such as ZP5UV-5R, and placed on the radio 
by the manufacturer prior to export to the US.  
 
(2)  Software - As of January 1, 2013,Part 90 certified radios must include or 
have available mandatory software that prevents accidental field 
programming.  
  
Both requirements must be met." 
Terry Haukom MNDOT (to Everyone): 3:00 PM: Need to leave for a bit 
Nick Hegemier (DriveOhio) (to Everyone): 3:00 PM: As far as mounting 
(rack or shelf) I think we need to think about the common understanding of 
what a RSU means to the general audience. Most RSUs are being installed 
on poles while edge processing would be installed in the cabinets. 



RSU_min201201draft_dAY1.docx  Page 9  

Israel Lopez (to Everyone): 3:02 PM: I will be back.  Going to a Webinar 
regarding the FCC changes for DSRC frequencies that cover the changes in 
detail. 
Israel Lopez (to Everyone): 3:05 PM: Here is that link.  It is a YouTube Live 
Meeting. https://www.youtube.com/watch?v=9_m1yApi3to 
Michaela  Vanderveen (to Everyone): 3:33 PM: CV2X params; HARQ not 
HARP, also SEID put question mark as it can't be found in SAE J3161. 
Maybe L2ID? 
Michaela  Vanderveen (to Everyone): 4:08 PM: gray-listed  
Michaela  Vanderveen (to Everyone): 4:28 PM: L2ID confirmed instead of 
SEID 
Michaela  Vanderveen (to Everyone): 4:29 PM: FWIW: We security SMEs 
feel rather arm-twisted to even allow this diagnostic mode. 
Ted Sadler (Integral Blue) (to Everyone): 4:30 PM: @Michaela, if it helps, 
integrators and maintainers are often in the position of needing to validate 
functionality of a device while they are responsible for it contractually. If a 
unit gets installed, integrated, added to SCMS, and THEN is found to be 
faulty, it increases burden of replacement and makes the integration 
process more difficult. 
Ted Sadler (Integral Blue) (to Everyone): 4:31 PM: Ideally, we would want 
to verify functionality in a lab environment before deploying it and 
integrating it into an SCMS. 
Nick Hegemier (DriveOhio) (to Everyone): 4:33 PM: Should the RSU 
present a warning somehow that the unit is in diagnostic mode? 
ed fok - fhwa (to Everyone): 4:34 PM: transmission w/out signature as a 
diagnostic mode shall be allowed only with very clear indication to anyone 
able to see of receive signal from the RSU.  I would also suggest core 
functions be disable to prevent a device to broadcast in a diagnostic mode.  
Additional use case and red team consideration should be done before 
such a 'feature' be memorialized. 
 
This mode will be highly welcomed at DEFCON. 
Ted Sadler (Integral Blue) (to Everyone): 4:35 PM: @nick I really really 
like that suggestion. something akin to a self-signed certificate warning in a 
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browser 
Michaela  Vanderveen (to Everyone): 4:35 PM: Issue would be that that 
indication would have to be signed to be trusted... 
Blaine Leonard (to Everyone): 4:36 PM: @nick and @ted  - doesn't the 
"diagnosticSigningDisabled" value do exactly that? 
Ted Sadler (Integral Blue) (to Everyone): 4:36 PM: @blaine yes but to 
@michaela's point, the vehicle isn't going to get the string value because 
it's going to ignore and potentially greylist the RSU's messages 
Nick Hegemier (DriveOhio) (to Everyone): 4:37 PM: @Blaine - depends 
on if there is a requirement for a web interface for configuration of RSUs. If 
so, that type of alert could show up there, as well as in the message. 
Ted Sadler (Integral Blue) (to Everyone): 4:37 PM: really, in order to 
implement what nick and ed suggested, you'd almost certainly need to 
modify OBUs to enable reception of unsigned messages to receive the 
warning 
Ted Sadler (Integral Blue) (to Everyone): 4:38 PM: I think the issue is 
more having it in the message @nick unless I misunderstood 
Michaela  Vanderveen (to Everyone): 4:39 PM: Not a fan of this message 
to say "I'm in diagnostic mode". An attacker can then mount a DOS attack 
on the RSU. 
Nick Hegemier (DriveOhio) (to Everyone): 4:39 PM: @ted if we are 
talking about adding/removing a time limit, a warning on teh configuration 
interface may be easier to implement for instances where someone 
disconnects and leaves the unit in diagnostic mode accidently 
Michaela  Vanderveen (to Everyone): 4:39 PM: clearly, the diagnostic 
mode is a security hole. It is needed, so it has to be controlled. 
Nick Hegemier (DriveOhio) (to Everyone): 4:40 PM: If I were to make a 
recommendation, I would say that a 1-2 hour time frame for diagnostic 
mode would be sufficient 
Ted Sadler (Integral Blue) (to Everyone): 4:40 PM: @michaela @nick I 
think I'd agree with the time limit as a needed control mechanism 
ed fok - fhwa (to Everyone): 4:46 PM: some security reference that could 
be useful: 
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-82r2.pdf 
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and https://nvd.nist.gov/800-53/Rev4/control/MA-4 and 
https://nvd.nist.gov/800-53/Rev4/control/MA-3 
 


