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NOTICE AND DISCLAIMER

The information in this publication was considered technically sound by the consensus of persons engaged
in the development and approval of the document at the time it was developed. Consensus does not
necessarily mean that there is unanimous agreement among every person participating in the development
of this document.

The National Electrical Manufacturers Association (NEMA) standards and guideline publications, of which
the document contained herein is one, are developed through a voluntary consensus standards
development process. This process brings together volunteers and/or seeks out the views of persons who
have an interest in the topic covered by this publication. While NEMA administers the process and
establishes rules to promote fairness in the development of consensus, it does not write the document and
it does not independently test, evaluate, or verify the accuracy or completeness of any information or the
soundness of any judgments contained in its standards and guideline publications.

NEMA disclaims liability for any personal injury, property, or other damages of any nature whatsoever,
whether special, indirect, consequential, or compensatory, directly or indirectly resulting from the
publication, use of, application, or reliance on this document. NEMA disclaims and makes no guaranty or
warranty, express or implied, as to the accuracy or completeness of any information published herein, and
disclaims and makes no warranty that the information in this document will fulfill any of your particular
purposes or needs. NEMA does not undertake to guarantee the performance of any individual manufacturer
or seller’'s products or services by virtue of this standard or guide.

In publishing and making this document available, NEMA is not undertaking to render professional or other
services for or on behalf of any person or entity, nor is NEMA undertaking to perform any duty owed by any
person or entity to someone else. Anyone using this document should rely on his or her own independent
judgment or, as appropriate, seek the advice of a competent professional in determining the exercise of
reasonable care in any given circumstances. Information and other standards on the topic covered by this
publication may be available from other sources, which the user may wish to consult for additional views or
information not covered by this publication.

NEMA has no power, nor does it undertake to police or enforce compliance with the contents of this
document. NEMA does not certify, test, or inspect products, designs, or installations for safety or health
purposes. Any certification or other statement of compliance with any health or safety—related information
in this document shall not be attributable to NEMA and is solely the responsibility of the certifier or maker
of the statement.
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FOREWORD

This NEMA Standards Publication, TS 10-2019, Connected Vehicle Infrastructure — Roadside Equipment
was developed to procure the equipment for secure communications among vehicles, infrastructure and
personal devices with traveler safety as the highest priority.

In the preparation of NEMA TS 10-2019, input of users and other interested parties has been sought and
evaluated. Inquiries, comments, and proposed or recommended revisions should be submitted to the
concerned NEMA product subdivision by contacting the:

Senior Technical Director, Operations
National Electrical Manufacturers Association
1300 North 17th Street, Suite 900

Rosslyn, Virginia 22209

The NEMA 3TS Connected Vehicle Infrastructure Technical Committee developed NEMA TS 10-2019
under the auspices of the NEMA Transportation Management Systems and Associated Control Devices
Section (3TS), of which it is a part. The following individuals were members of theTechnical Committee

360 Network Solutions,LLC Steve Bowles

Applied Information, Inc. Alan Clelland, Bryan Mulligan

Daktronics Steve Bostrom

Eberle Design, Inc. Andy Dowie, Timothy McCall, William Sowell
Horizon Signal Technologies Scott Heydt

John Thomas, Inc. Charlie Percival, Mike Winters

McCain, Inc. Jesus Ruiz, Mike Schagrin

Parsons Dmitri Khijniak, Jon Wyatt

Qualcomm Mauricio Guerra, Jim Misener

SES America Philippe Peruit

Siemens Industry Dave Miller

Temple, Inc. Winter Horbal, Blake Temple, Mike Vickery
Ver-Mac Inc. Serge Beaudry

3TS Section approval of NEMA TS 10-2019 does not necessarily imply that all 3TS Section members
voted for its approval or participated in its development. When NEMA TS 10-2019 was approved, the
Transportation Management Systems and Associated Control Devices Section was composed of the
following members: (List to be provided)

360 Network Solutions, LLC Parsons Corporation
Applied Information, Inc. Qualcomm
Daktronics, Inc. SES America, Inc.
Eberle Design, Inc. Siemens Industry, Inc.
Horizon Signal Technologies Skyline Products, Inc.
Intelight Inc. Temple, Inc.

John Thomas, Inc. Ver-Mac Inc.

McCain Inc.

CAUTION: It is the responsibility of the Agency deploying radio equipment procured against this
standard to ensure that the equuipment is operating legally under the necessary licenses and/or
authorizations required by the Federal Communications Commission (FCC).
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Section 1
General [Informative]

1.1 Scope

NEMA TS 10-2019 is a standard for the equipment that gets deployed at roadside to support
communications with Connected Vehicles. This standard describes physical and, performance
interfaces, and as well as functionality requirements of relevant roadside equipment.

111 Purpose for Implementing the System

This NEMA TS10 standard is designed for Agencies and other transportation infrastructure
owner/operators to procure and deploy Connected Vehicle (CV) Roadside Units (RSU) in order to:
e Reduce crashes and roadway fatalities as the highest priority
¢ Reduce traffic congestion, fuel consumption and emissions
e Provide automated vehicles with situational awareness to supplement onboard sensors

1.1.2 Goals and Objectives
1.1.1.1 Support Present and Future Mobility

NEMA TS 10-2019 is a standard for the equipment deployed at the roadside to support standardized
Over the Air (OTA) wireless messages, applications and cyber security measures of Original Equipment
Manufacturer (OEM) vehicles operating throughout North America communicating to:

Other OEM private vehicles for sale throughout North America

Public agency vehicles such as emergency and transit

Fleet vehicles, such as freight, delivery, taxis, ride share and Mobility on Demand (MoD)
Aftermarket vehicle onboard devices for retrofit into existing public and private vehicles

Central management systems, such as traffic, transit, emergency, freeway, freight and others
Personal Information Devices (PID), such as smart phones

Micromobility, such as motorized scooters, pedelec and mobility aids

Infrastructure Sensors (IS) detecting unequipped vehicles and Vulnerable Road Users (VRU)
Rail grade crossings for crash avoidance and prediction of train arrival and occupancy duration

A goal of the standard is to accommodate, but not require, future equipment environments and
capabilities.

1.1.1.2 Support Infrastructure Owner/Operator Procurements

NEMA TS 10-2019 standard enables user agencies to have confidence in procuring infrastructure
equipment that will not become obsolete as technology advances. The RSU device proposed here is
designed for extensibilty, to implement future wireless technologies and applications without need for
replacement within the expected service life of the RSU. This standard also recognizes that their could be
multiple configurations of the RSU device depending on a user agency’s procurement needs

1.1.1.3 Reduce Long-Term Total Cost of Ownership

The functional and performance requirements of the RSU devices proposed are designed for practical
implementation of multiple transportation applications at less long-term total cost of ownership. For
example, the cost of RSUs may be shared among agencies such as traffic, transit and emergency
districts to replace multiple special-purpose roadside devices serving dedicated functions, such as signal
control, transit priority and emergency preemption that become RSU software applications..

© Copyright 2019 by the National Electrical Manufacturers Association
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1.1.3 Constraints

NEMA TS 10-2019 standard describes the following attributes of the RSU:

e Physical: Hardware platform, mechanical and environmental

e Software: Communications stack, security and minimum set of standard messages
e Interfaces: Terrestrial and wireless

e Performance: Latency and computational capacity

The standard recognizes that there are many applications that can and could be supported by an RSU.
Such applications are identified and decribed by the minimum requirements that must be supported for
that applications. A given RSU may support one or more applications.

At relevant places, the standard identifies options which allow an agency to tailor a procument specific to
that agency’s needs

1.2 Background

1.2.1 Connected Vehicle Basics

Research has shown that significant reduction in road injuries and fatalities dues to crashes, and other
benefits such as congestion mitigation, can be achieved through vehicles exchanging information in real-
time with other vehicles, other road users and road infrastructure equipment such as traffic signals. This
has been achieved in isolated cases such as emergency vehicle priority and transit priority systems, but it
was recognized that a broader approach to providing this connectivity was needed.

To enable this to happen, in 1998 the Federal Communications Commission (FCC) allocated a specific
range of radio frequencies, the 5.9Ghz waveband, to be used exclusively for connecting vehicles to each
other and the roadside, hence the term “connected vehicle (CV) system”. Since then, different
communications technologies and techniques have been developed and deployed not only to support
vehicle-to vehicle (V2V) and vehicle-to-infrastructure (V2I) communications but also to incorporate road
users such as pedestrians and cyclists.

There are several supporting activities which have progressed in parallel to enable CV applications to be
developed and deployed. Significant efforts include:

CV Architecture

The United States Department of Transportation (USDOT) extended its National ITS Architecture to
include connected vehicles by developing the Architecture Reference for Cooperative and Intelligent
Transportation (ARC-IT Version 8.2) which identifies and defines CV applications and their various

interfaces

CV Communications

An early communications technology for V21 and V2V applications was dedicated short range
communications (DSRC). This has been joined by applications which make use of cellular technologies
such as 3G and 4G LTE and anticipate the availability of 5G cellular communications.

CV Standards

A number of Standards Development Organizations (SDO) have collaborated in the development of

standards to ensure that an open architecture exists for the deployment of connected vehicle
communications and applications

© Copyright 2019 by the National Electrical Manufacturers Association
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1.3 References
13.1 Reference Documents (RD) cited in NEMA TS-2019

Table 1: References

Identifier Title

RD1 NTCIP 1202 v3 — Object Definitions for Actuated Traffic Signal Controller (ASC) Units

RD2 NTCIP 1218 — Object Definitions for Road Side Units (RSU)

RD3 NEMA TS 8 — Cyber and Physical Security for Intelligent Transportation Systems (ITS)

RD4 RSU Roadside Unit Specifications Document, v4.1, USDOT

RD5 SAE J2735 2016 DSRC Message Set Dictionary

RD6 SAE J2540/2 International Traveler Information Systems (ITIS) Phrase List

RD7 Manual on Uniform Traffic Control Devices (MUTCD)

RD8 SAE J2945/1 — On-Board System Requirements for V2V Safety Communications

RD9 NTCIP 1211 v02- Object Definitions for Signal Control and Prioritization (SCP)

1.3.2 Contact Information - National Electrical Manufacturers Association (NEMA)
For information concerning NEMA contact,

National Electrical Manufacturers Association
1300 North 17" Street, Suite 900
Arlington, VA 22209
WWWwW,nema.org

1.4 Terms

For the purposes of NEMA TS 10-2019, the following terms, definitions, acronyms, and abbreviations
apply.

Term Definition

Automated Vehicle (AV) Vehicles that operate without direct driver input to control the
steering, acceleration, and braking. These vehicles are also
designed so that the driver is not expected to constantly monitor the
roadway while operating in self-driving mode.

Base Station (BS) The radio equipment which constitutes the infrastructure of an mulit-
channel network (MCN). A BS may be in the form of a high power
(typically high tower or roof-top) large-cellinstallation, or may be in
the form of a low power (perhaps roadside) small-cell installation.

Controller Unit (CU) Equipment that controls traffic that does not neccesarily reside in a
Traffic Signal Controller Unit (i.e. RSU)

Connected Vehicle (CV) Vehicles that use any of a number of different communication
technologies to communicate with the driver, other cars on the road,
roadside infrastructure and the “cloud”.

Intelligent Transportation Technologies that integrate advanced communication technologies
Systems (ITS) into transportation infrastructure and vehicles.. Such systems
operate in frequency bands that are designated by regulators to ITS
services

Over the Air Updates (OTA) | Software updates carried out over a wireless communication link

On-board Unit (OBU) Radio equipment installed in the vehicles and handsets that are
served by an ITS network.

© Copyright 2019 by the National Electrical Manufacturers Association
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Term

Definition

Pedestrian to Infrastructure
(P21

Refers to communication between a pedestrian and an RSU.

Pedestrian to Network (P2N)

Refers to communication between a pedestrian and a BS.

Road Operator (RO)

The entity which may operate an ITS infrastructure.

Roadside Unit (RSU)

The equipment which constitutes the infrastructure component of a
connected vehicle network.

Rider to Infrastructure (R2I)

Refers to communication between a rider (e.g. bicyclist/scooter) and
an RSU.

Rider to Network (R2N)

Refers to communication between a rider (e.g. bicyclist/scooter) and
a BS.

Traffic Signal Controller Unit

Equipment that controls traffic at an intersection

(TSC)
Traffic Management Center | The mission control center for an urban area’s major street and
(TMC) highway network.

Traffic Management Center
Operator (TMCO)

The personnel responsible for the monitoring of the roadways
including detecting, confirming, updating, and responding to
scheduled and unscheduled traffic incidents within the coverage
area of a TMC

Vehicle to Infrastructure (V2I)

Refers to communication between a vehicle and an RSU.

Vehicle to Network (V2N)

Refers to communication between a vehicle and a BS.

Vehicle to Pedestrian (V2P)

Refers to direct communication between vehicles and pedestrians,

Vehicle to Rider (V2R)

Refers to direct communication between vehicles and riders (e.g.
bicyclists/scooters)

Vehicle to Vehicle (V2V)

Refers to direct communication between vehicles

Vulnerable Road User (VRU)

Road Users that are most at risk in traffic (e.g. pedestrians,
bicyclists/scooters)

15 Standards Development Process

TS 10-2019 is developed using applicable Systems Engineering Process (SEP) workflow steps:

- Additional application users
- Privacy, performance, physical, environmental
- Interoperability, extensibility (others)

Workflow Step Workflow Effort Work Products
User Needs Tabulate UNs of users and systems including: 1. Tabulated Uns
(UNs) - USDOT Connected Vehicle projects (RD5-8) 2. Concept of Operations

(ConOps) from user’s view

Requirements

(RQ)

Develop one or more RQ to fulfill each UN 1.

Requirements list
2. Needs to Requirements
Traceability Matrix (NRTM)

High Level Design
(HLD)

Document each interface connecting the RSU to | 1.
other devices and subsystems

Triples Table of source,
destination and content for
interfaces to meet RQs

Test Conformance
(T

Develop Operational Readiness content 1.

Test Plan
2. Test Cases
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3. Test Procedure
4. Certification process
5. Traceability Report

Full Draft

Organize completed work products from each
workflow step into the NEMA standard format

TS 10-2019 Draft Standard
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Section 2 defines the User Needs that subsequent NEMA TS 10-2019 sections fulfill. Section 2 provides
the reader with:

a)
b)
c)
d)
e)
f)
9)
h)

2.2

A detailed description of the scope of NEMA TS 10-2019
Intended audience that will use NEMA TS 10-2019

Boundaries of the NEMA TS 10-2019 in relation the Intelligent Transportation System (ITS)

Current situation
Reference ITS Architecture
Operation from the user perspective

Standardized system elements controller by the standard and elements that are not controlled

User Needs

Scope

RSU attributes controlled by NEMA TS 10-2019

221

Power

Overall maximum power consumption
Operating voltage
Delivery method

Environmental

Operating temperature

Storage temperature

Humidity

Wind load

Mechanical shock and vibration
Emissions susceptibility
Electrostatic Discharge (ESD)
Radio Frequency (RF) emissions

Physical

Overall maximum dimensions

Maximum weight

Tamper resistance and tamper detection
Materials /Corrosion resistance
Mounting

Visible indicators

Sealing

Electrical connectors

Antennas

Functional

Security measures
Network services
Data management
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174
175
176
177
178

179
180
181
182
183
184
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186
187
188
189
190

191
192
193
194
195

196
197
198
199
200
201
202
203
204
205
206
207
208
209

210
211
212
213
214
215
216
217
218
219
220
221
222
223
224

225
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24
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Behavioral

Health and status monitoring
Configuration

Performance

Computational capacity
Latency

Time of Day

Location / positioning

Interfaces

Terrestrial
Wireless

Applications

Minimum standardized message set
Standardized message content

Intended Audience and Personnel

Traffic Signals Engineer (TSE) — a traffic engineer involved in traffic signals operations and /or
design

Traffic Signals Maintenance Technician (TSMT) — a technician involved in traffic signal
maintenance

Operator (TMCO) — personnel staffing a traffic management center

Transportation Planner (TP)

Regional Agencies (States, Metropolitan Planning Organizations)

Local agencies (cities, counties)

Federal agencies (USDOT, FHWA, FTA, etc.)

Traffic control systems (TCS)

Toll Operators (TO)

Tutorial [Informative]

Figure 1 presents the various key components of the connected vehicle architecture, showing the
communications paths or media that are referred to in this document.

Vehicle-to-infrastructure (V21) communications is provided by the on-board units (OBU) in vehicles using
point-to-point communications with road side units (RSU) in the road side equipment (for example, traffic
signals).

OBU'’s also communicate point-to-point with each other for vehicle-to-vehicle communications.

An alternative media supporting communictions to the vehicle is through communictions networks such
as cellular and is known as vehicle-to-network (V2N). In this case, base stations (BS) communicate with
the OBUs.
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Similar media are also provided for vulnerable road users such as pedestrians through pedestrian-to-
network (P2N), pedestrian to vehicle (P2V). Not shown on the diagram, but also relevant media are
pedestrian-to-infrastructure (and the support of bicyclists and other riders through rider-to-network (R2N),
rider-to-infrastructure (R2l1) and rider-to-vehicle (R2V). It is anticpated that the pedestrian and rider
equivalent to the OBU is the mobile phone.

BS
/ ~.BS RSU
e / 2 RSU
, /
V2N - * ,
le\/ VZI\I// // ‘ ; P T
// e vai/
- /vl
. pv. /- V2V /<
Ai 7 o>
OBU OBU

Figure 1: Conceptual Connected Vehicle Diagram

An important supporting element for both mobile and infrastructure-based components of the CV
architecture is the ability to provide software updates without having to physically interact with the
equipment. (for example change components or download an update using a cable connection to a
separate device. This is known as over-the air-updates (OTA). This is essential to for the maintainability
of the components and the CV system as a whole.

Operational Boundaries

V2| communications work together with both on-board sensors and V2V communications to create an
environment in which a vehicle moving through a suitably equipped infrastructure can be receiving
information from a variety of sources. Figure X shows three safety zones can be defined related to their
prime functions of collision avoidance, risk mitigation and risk avoidance. The diagram shows how vehicle
sensors, V2I, V2V and V2N service these zones which can be thought of as creating three operational
boundaries with respect to forward looking data.
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Figure 2: Connected Vehicle Operational Boundaries

The timely delivery of connected data within these horizons piuts demands and hence requiremetns on
the equipment, software and systems involved in terms of delivery time (latency) and frequency. Table Y
derives requiremetns for message latency and frequency taking into account reasonable speed ranges
and the operational boundaries.

Table 2: Message Frequency and Latency related to Operational Boundary Delivery Modes

OoP

On-board Vision
Sensors

V2l and V2V
Peer-to-peer radios

V2N
Long range network radios

Opeational Boundary
ID

OB1

OoB2

OB3

Typical relevant
range

0-100m (0-300ft)

15m-300m (45ft-900ft)

75m-3,000m (300ft-9,000ft)

Typical effective 200mm (8 in) 1.5m (4.5ft) ** 1.5m (4.5ft) **
position accuracy

At 50 mph 0-4.5sec 0.7 -13.4 sec 3.3-133.9 sec
At 80 mph 0—-2.8sec 0.4 —8.4 sec 2.1 —83.8 sec
Min message Out of scope 10 Hz 1Hz
frequency***

Max latency *** Out of scope 0.1 sec 0.5 sec

Notes:
1) 50 mph=22.4 m/s
2) 80 mph =35.8 m/s

3) ** Open field GPS accuracy. Some GPS claim higher accuracy, but it's generally worse in
practice in urban areas or near trees

4) ** These are illustrative only for a nominal packet size of 400 bytes.
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This table should be used as a reference to identify minimum message latency and delivery frequency
requirements for data flows identified in Table 2 in supporting the User Needs defined in Table 11 through
the requirements in Table 17. It is recognized that specific technologies can better these values.

24.1

25

251

Desired Situation

Published standard is available to infrastructure owner/operators to procure infrastructure
equipment for road user connectivity (RSU)

Standard RSUs are compatible and interoperable with OEMs.

RSUs organize standardized messages into standard flows to support safety and mobility through
an immediate base level of functionality

RSUs anticipate future technologies within the expected service life

“Compatibility with the installed base of Control Units is maintained

Signal states, signage, lanes, VRU movements are available digitally to Avs for use if they choose

Problems: Gaps Between Current and Desired Situation Addressed by TS 10-2019

Gap 1: No RSU standard exists for use by infrastructure owner/operators. TS 10-2019 addresses
this gap as a standard for procurement of RSUs that meet the identified procurement needs.

Gap 2: Uncertified equipment using Proof of Concept (PoC) security certificates are not trusted by
OEM vehicles for safety-critical actions. TS 10-2019 addresses this gap by standardizing the RSU
certification process leading to use of SCMS production certificates trusted by the OEMs.

Gap 3: Various intepretations of standardized messages and optional message fields broadcast by
various RSU installations are not uniform to OEM vehicles operating throughout North America. TS
10-2019 addresses this gap by standardizing a minimal set of messages with a uniform
interpretation for safety applications. The precedence for this approach is NEMA TS 2, which
standardizes the Traffic Signal Controller Unit (TSC) and the minimum Controller Unit (CU) software
application to safety operate signalized intersections. Manufacturers and users are free to add
functionality, but the minimum standardized hardware and software is required for interoperability
and safe operation.

Gap 4: Existing RSU specifications do not include all technologies such as smart phones needed by
vehicles and VRUs to support the User Needs identified. TS 10-2019 addresses this gap by
standardizing additional RSU functions to support all of the User Needs traceable to RSU
Requirements

Gap 5: RSUs are designed to specifications developed for shorter-term CV research projects
without anticipating future needs over the RSU service life. TS 10-2019 addresses this gap by
reserving hardware, software and communications capacity for future needs.

Gap 6: No standard communications protocol from RSU to Central System is available, except
limited use of an international outstation protocol. TS 10-2019 addresses this gap by harmonizing
with the NTCIP 1218 standards development.

Gap 7: Differing protocols between TSC and RSU threaten to break existing plug and play
interoperability with the installed base using NTCIP 1202v3 TSCBM as the standard output
message to RSUs. TS 10-2019 requires RSU input of NTCIP 1202 v3 TSCBM message to
maintain interoperability with TSC installed base deployed by multiple manfacturers.

Gap 8: AV sensors are challenged by traffic signal sun phantoms, poor or non-existent lane
markings, lane closures, obscured VRUSs, visibility in severe weather and others. TS 10-2019
provides secure, uniform digital representations of the real-time infrastructure situation in the form
of secure SPaT, MAP and TIM for optional use if needed by AVs.

Reference Physical Architecture [Informative]

Intelligent Transportation System
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323 Figure Figure 3 depicts the major subsystems and interfaces of the Intelligent Transportation System
324  (ITS).
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ARCIT Subsystem Diagram
325 Center to Center 5] Proysical View [ nm o | NaT i g
326 Figure 3: ITS System Architecture (USDOT)
327
328 25.2 Subsystem Controlled
329
330 This NEMA TS 10-2019 standard controls the following identified by the red circles of Figure :
331 e Roadside Unit (RSU) hardware
332 e RSU software
333 e Short Range Wireless interfaces
334 e Wide Area Wireless interfaces
335 e Wired interfaces
336
337 253 Interfaces
338
339  Table 3 lists the RSU interface triples of source, destination and flow.
340
341 Table 3: Interface Triples
Flow Source Destination Operational Flow Standard
Boundary
ID (OB#)
F1 CuU RSU - TSCBM NTCIP 1202 v3
F2 RSU Mobile Equipment 3 MAP SAE J2735 2016
F3 RSU Mobile Equipment 2,3 SPaT SAE J2735 2016
F4 RSU Mobile Equipment 2,3 TIM SAE J2735 2016
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SAE J2540-2 2009
F5 RSU Mobile Equipment 3 PSM SAE J2735 2016
F6 Mobile Equipment | RSU 2 BSM SAE J2735 2016
SAE J2945/1 2016
F7 Mobile Equipment | RSU 2,3 SRM SAE J2735 2016
F8 RSU CuU - SET NTCIP 1202 v3
F9 RSU Mobile Equipment 2,3 SSM SAE J2735 2016
F10 | CU RSU - GET NTCIP 1202 v3
F11 RSU Management 3 Unpublished | NTCIP 1218 v1
Center (unpublished)
F12 Management RSU 3 Unpublished | NTCIP 1218 v1
Center (unpublished)
253.1 Flow 1 Content: Traffic Signal Controller Broadcast Message

RSU shall receive Traffic Signal Controller Broadcast Message per NTCIP 1202v3 Section E.1.10 as
shown in Table for Test Case RSU-INT-F1.

Table 4: Traffic Signal Controller Broadcast Message

Bytes Description

0 Oxcd

1 number of phase/overlap blocks below (16)

2-14 0x01 (phase number) (1 byte)
spatVehMinTimeToChange.1 (2 bytes)
spatVehMaxTimeToChange.1 (2 bytes)
spatPedMinTimeToChange.1 (2 bytes)
spatPedMaxTimeToChange.1 (2 bytes)
spatOvipMinTimeToChange.1 (2 bytes)
spatOvipMaxTimeToChange.1 (2 bytes)

15-196 < repeat above for each phase and overlap >

197-209 spatVehMinTimeToChange.16 (2 bytes) (1 byte)
spatVehMaxTimeToChange.16 (2 bytes) (2 bytes)
spatPedMinTimeToChange.16 (2 bytes) (2 bytes)
spatPedMaxTimeToChange.16 (2 bytes) (2 bytes)
spatOvlpMinTimeToChange.16 (2 bytes) (2 bytes)
spatOvipMaxTimeToChange.16 (2 bytes) (2 bytes)

210-215 phaseStatusGroupReds (2 bytes bit-mapped for phases 1-16)
phaseStatusGroupYellows (2 bytes hit-mapped for phases 1-16)
phaseStatusGroupGreens (2 bytes hit-mapped for phases 1-16)

216-221 phaseStatusGroupDontWalks (2 bytes bit-mapped for phases 1-16)
phaseStatusGroupPedClears (2 bytes bit-mapped for phases 1-16)
phaseStatusGroupWalks (2 bytes bit-mapped for phases 1-16)

222-227 overlapStatusGroupReds (2 bytes hit-mapped for overlaps 1-16)
overlapStatusGroupYellows (2 bytes hit-mapped for overlaps 1-16)
overlapStatusGroupGreens (2 bytes bit-mapped for overlaps 1-16)

228-229 flashingOutputPhaseStatus (2 bytes bit-mapped for phases 1-16)

230-231 flashingOutputOverlapStatus (2 bytes bit-mapped for overlaps 1-16)

232 spatintersectionStatus (1 byte, see Table 3-5)

233 timebaseAscActionStatus (1 byte) (current action plan)

234 spatDiscontinuousChangeFlag (1 byte, upper 5 bits are message version)

235 spatMessageSeqCounter (1 byte, lower byte of controller up-time)

236-240 spatTimestamp (5 bytes, hours-minute-second-millisecond)

241-242 spatPedestrianCall (2 bytes, bit-mapped for phases 1-16)

243-244 spatPedestrianDetect (2 bytes, bit-mapped for phases 1-16)
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2532 Flow 2 Content: SAE J2735 MAP Message

SAE J2735 standard MAP message content sent from RSU includes:

Message ldentifiers

Complex intersection descriptions and relation to signal, phase and timing (if signalized)
Road segment descriptions

High speed curve outlines

For consistent interoperability throughout North America, the RSU MAP message shall include the
content of Table for conformance to TS10-2019:

Table 5: TS10 MAP Message Content

Identifier Identifier Type J2735 TS10-2019 Mandatory

msglssueRevision | MsgCount M Revision Number

Intersections IntersectionGeometryList O] All J2735 Intersection mandatory ldentifiers
Road Regulator ID O] Infrastructure Owner Operation ID
LaneWidth 0 Width of each lane
SpeedLimitList O] Speed limit assigned to each LanelD
ApproachlD O] IngressApproach for each LanelD

O] EgressApproach for each LanelD

ConnectsToList O] Connect signal groups to each Lane ID

roadSegments RoadSegmentList O] All J2735 roadSegment mandatory ldentifiers
isVehicleRevocableLane 0] Lane closed by RSU SPaT, no traffic

controller
restrictionList RestrictionClassList @) All J2735 restrictionList mandatory Identifiers

Guidance: MAP may include descriptions of one or more locations, road segments, curves, intersections
and restriction rules.

e Intersection identifier is included in MAP only when describing a signalized intersection. If MAP
includes a description of a signalized intersection, all TS10-2019 mandatory Intersections
identifier Types of Table shall be included. If MAP does not include a signalized intersection, the
Intersections identifier is not included.

e MAP includes road segments and restriction Identifiers when describing non-intersection road
segments or restrictions.

e Lanes within Road Segments are opened (activated) or closed (revoked) based on SPaT that
does not use a signal controller or Flow 1. For example, a reversible lane gate input to RSU can
generate SPaT for that reversible LanelD, or RSU can generate SPaT for lane closures by time of
day or construction schedules. Traffic signal controller is not used.

2.5.3.3 Flow 3 Content: SAE J2735 SPaT Message

SAE J2735 standard SPaT message content sent from RSU includes:
e Signalized intersection active status based on Flow 1 from traffic signal controller
e Lane to signal phase associations based on MAP message
¢ Road segment active (open) or revoked (closed) not related to traffic signal controller

For consistent interoperability throughout North America, the RSU SPaT message shall include the
content of Table for conformance to TS10-2019:

Table 6: TS10 SPaT Message Content

Identifier Identifier Type J2735 TS10-2019 Mandatory
Intersections IntersectionStateList M All J2735 Intersections mandatory Identifiers
Region RoadRegulatorID 0] Infrastructure Owner Operation ID
enabledLanes EnabledLanesList 0] Lanes enabled (open) and revoked (closed)

LanelD 0] Lane Identification
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timing TimeChangeDetails 0] Active signal timing
startTime TimeMark O Shall construct from TSCBM and RSU GPS time
minEndTime TimeMark M Shall construct from TSCBM and RSU GPS time
maxEndTime TimeMark O Shall construct from TSCBM and RSU GPS time

Guidance: SPaT may include descriptions of signalized intersections and road segment lane closures.

For Road Segments:
e EnabledLaneList of SPaT includes an indication of whether the lane is currently open or closed,
based on the isVehicleRevocableLane Identifier Type of MAP message
e RSU creates the SPaT message for lane closure indication, traffic signal controller is not involved

For Signalized Intersections:

e RSU creates the SPaT message based on Flow 1 TSCBM and the RSU GPS time of day

e Traffic signal controller time of day is never used as possibly mismatched to vehicle GPS time

¢ minEndTime and maxEndTime may differ during the beginning of signal phases depending upon
control strategy. For example, actuated control may send minimum green and maximum recall
until a vehicle is detected on a side street.

e minEndTime and maxEndTime are always equal when nearing the end of signal phases
regardless of control strategy. For example, actuated control will enter Phase Next according to
NEMA TS2, where minEndTime and maxEndTime countdowns are equal until phase change,
providing certain signal change time for Red Light Violation and other safety applications.

2534 Flow 4 Content: SAE J2735 Traveler Information Message

RSU shall sent TIM that combines an SAE J2540/2 standard International Traveler Information Systems
(ITIS) textual phrase, plus a Manual on Uniform Traffic Control Devices MUTCD graphic as shown for
Test Case RSU-INT-F4 :

e Phrase: Alphanumeric of sign, MUTCD Graphic
o ITIS: MUTCD sign expression, where <num> indicates a variable range numeric
e Literal: Interpretation, including units of measure if any

Example SAE J2540 representation of Flow F4 for 50 MPH speed limit warning TIM:

[SPEED
LIMIT

=10,

R2-1

SAE J2540 Representation, where <num> is replaced with 50:
Category: Speed Limit Signs
Phrase: Speed Limit 50 R2-1

ITIS: 268, <num>, 8720
Literal: speed limit, <num>, mPH
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SAE J2735 Traveler Information Message (TIM) Representation:

<MessageFrame>
<messageld>31</messageld>
<value>
<Travelerinformation>
<msgCnt>1</msgCnt>
<packetlD>00000000003305C924</packet|D>
<dataFrames>
<TravelerDataFrame>
<sspTimRights>0</sspTimRights>
<frameType>
<advisory/>
</frameType>
<msgld>
<roadSignID>
<position>
<lat>279554988</lat>
<long>-824433957</long>
<elevation>-15</elevation>
</position>
<viewAngle>0000001111111100</viewAngle>
<mutcdCode>
<warning/>
</mutcdCode>
</roadSignID>
</msgld>
<startYear>2017</startYear>
<startTime>374400</startTime>
<duratonTime>32000</duratonTime>
<priority>3</priority>
<ssplLocationRights>0</sspLocationRights>
<regions>
<GeographicalPath>
<anchor>
<lat>279554988</lat>
<long>-824433957</long>
<elevation>-15</elevation>
</anchor>
<laneWidth>1800</laneWidth>
<directionality>
<forward/>
</directionality>
<closedPath><false/></closedPath>
<direction>0000001111111100</direction>
<description>
<path>
<offset>
<Xy>
<nodes>
<NodeXY>
<delta>
<node-XY6>
<Xx>0</x>
<y>0</y>
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</node-XY6>
</delta>
<attributes>
<dElevation>0</dElevation>
</attributes>
</NodeXY>
<NodeXY>
<delta>
<node-XY6>
<x>-534</x>
<y>20</y>
</node-XY6>
</delta>
<attributes>
<dElevation>0</dElevation>
</attributes>
</NodeXY>
<NodeXY>
<delta>
<node-XY6>
<x>-4475</x>
<y>156</y>
</node-XY6>
</delta>
<attributes>
<dElevation>-7</dElevation>
</attributes>
</NodeXY>
<NodeXY>
<delta>
<node-XY6>
<x>-4152</x>
<y>108</y>
</node-XY6>
</delta>
<attributes>
<dElevation>-6</dElevation>
</attributes>
</NodeXY>
<NodeXY>
<delta>
<node-XY6>
<x>-957</x>
<y>20</y>
</node-XY6>
</delta>
<attributes>
<dElevation>-3</dElevation>
</attributes>
</NodeXY>
<NodeXY>
<delta>
<node-XY6>
<x>-5066</x>
<y>123</y>
</node-XY6>
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</delta>
<attributes>
<dElevation>-16</dElevation>
</attributes>
</NodeXY>
</nodes>
</xy>
</offset>
</path>
</description>
</GeographicalPath>
</regions>
<sspMsgRights1>0</sspMsgRights1>
<sspMsgRights2>0</sspMsgRights2>
<content>
<advisory>
<SEQUENCE>
<item>
<itis>268</itis>
</item>
</SEQUENCE>
<SEQUENCE>
<item>
<itis>12574</itis>
</item>
</SEQUENCE>
<SEQUENCE>
<item>
<itis>8720</itis>
</item>
</SEQUENCE>
</advisory>
</content>
</TravelerDataFrame>
</dataFrames>
</TravelerInformation>
</value>
</MessageFrame>

2.5.35 Flow 5 Content: SAE J2535 Personal Safety Message

SAE J2735 standard PSM content sent by RSU is intended to identify Vulnerable Road User locations
and movements for safety and mobility applications without any personally identifiable information (PII).
For consistent interoperability throughout North America, the RSU shall be able to send all mandatory
PSM IdentifiersTable for conformance to TS10-2019.

2.5.3.6 Flow 6 Content: SAE J2735 Basic Safety Message

SAE J2735 standard BSM content received by RSU is intended to identify vehicle movements and types
for safety and mobility applications without any personally identifiable information (PIl) of the owner, driver
or occupants of the vehicles, including heavy tractor/trailers. For consistent interoperability throughout
North America, the RSU shall be able to receive the content of Table Table for conformance to TS10-
2019:
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Table 7: TS10 BSM Message Content

Identifier Identifier Type J2735 TS10-2019 Mandatory

coreData | BSMcoreData M All BSMcoreData mandatory Identifiers
partll Partllcontent {{ BSMpartlIExtension }} ©) All mandatory partll mandatory Identifiers
VehicleSafetyExtensions ©) TS10-2019 and SAE J2945/1 Mandatory
VehicleEventFlags ©) TS10-2019 and SAE J2945/1 Mandatory
PathHistory ©) TS10-2019 and SAE J2945/1 Mandatory
ExteriorLights ©) TS10-2019 and SAE J2945/1 Mandatory
TrailerData ©) Mandatory
SupplementalVehicleExtensions ©) Mandatory
VehicleClassification ®) Mandatory
BasicVehicleClass ®) Mandatory
BasicVehicleRole ®) Mandatory
VehicleHeight ®) Mandatory

Guidance: BSM message content includes:
¢ All mandatory identifiers of BSM Core
e All mandatory identifiers of BSM Part Il
o All optional J2735 optional identifiers mandatory for conformance to SAE J2735/1
e Optional identifiers to meet needs and requirements, such as rear-end crashes with variable
length tractor/trailer rigs

2.5.3.7 Flow 7 Content: SAE J2735 Sighal Request Message

Existing preempt priority solutions already have a mechanism for identifying preempt/priority zones based
on vehicle location. To allow this to be used in a standards-based interoperable way, the SRM shall
identify vehicle location and the type of priority it is requesting, but set the intersection ID to zero. The
RSU shall forward these messages to a preempt/priority module/unit in the cabinet, which shall identify
the preempt/priority zone based on the location, and send the appropriate command to the intersection
via NTCIP 1202 (preempt) or NTCIP 1211 (priority).

When used with a transit priority application where the OBU on the bus is aware of the vehicle’'s schedule
adherence (lateness) and rider occupancy, the OBU shall make its own decision about whether to
request priority, rather than add this information to the SRM messages.

Table 8: TS10 SRM Message Content

Element type J2735 M/O | TS10 M/O

request SignalRequest M M See Table 8 below

timeOfService | DTime O Not used

endOfService | DTime 0] Not used

transitStatus | TransitStatus 0] 6] Include only for priority request
(doorOpen indication is required)

vehicleVIN Vehicleldent @] 0 Only used for informational purposes
(logging)

vehicleData | BSMBIlob

status VehicleRequestStatus | O M

Notes:
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610 1. The “brakes” element of the BSMblob contains an “auxBrakes” element, which shall be used to
611 indicate the status of the vehicle’s parking brake (preempt/priority requests will be ignored by the
612 underlying preempt/priority system if the parking brake is on). J2735 section 7.10
613 DE_AuxiliaryBrakeStatus indicates that the term “Auxiliary Brake system” refers to the vehicle’s
614 parking brakes.
615 2. The “brakes-on” bit in the VehicleRequestStatus element shall be used to indicate that the vehicle
616 is intentionally stopped. For an emergency vehicle, this shall be when the parking brake is on (not
617 service brakes), but for a transit vehicle, this may indicate that the door is open.
618 3. (Optional): The preempt/priority system shall also look at the VehicleStatus element of a BSM
619 coming from the requesting vehicle to determine the status of the vehicle’s turn signals, which
620 shall be used to determine which preempt request is sent to the traffic controller.
621
622 Table 9: TS10 Signal Request Content
Element type J2735 M/O | TS10 M/O
Id IntersectionID M Not used Field is required in
J2735 message, but set
to value 0.
requestedAction | SignalRequestScheme | O Not used
inLane LaneNumber 0] Not used
outLane LaneNumber 0] Not used
Type NTCIPVehicleClass M M
codeWord CodeWord @) M Validation string
required by underlying
preempt priority system
623
624
625 2.5.3.8 Flow 8 Content: NTCIP 1211 Priority Request
626

627  When the preempt/priority unit in a cabinet decides to activate a preemption (based on incoming SRM
628  messages), it shall set the appropriate preemptControlState object in the preemptControlTable of the
629 controller to “ON” (1). To deactivate the preemption, it shall set the value to “OFF” (0).

630

631  When the preempt/priority module/unit decides to activate a priority request, it shall send a

632 prgPriorityRequest to the controller, followed by a series of prgPriorityUpdate messages as the vehicle
633 continues to approach the intersection. The prgPriorityClear and prgPriorityCancel message shall be
634  used to terminate the priority request when complete.

635

636 2.5.3.9 Flow 9 Content: SAE J2735 Signal Status Message

637

638  When a preempt is active, the RSU will send an SSM message as described in Table 10.
639

640 Table 10: TS10 SSM Message Content
641

Element Type J2735 M/O | TS10 M/O

ID IntersectionID M M

Status IntersectionStatusObject | M M
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priority SignalState 0] 0] Included only if priority
is active
priorityCause Vehicleldent 6] 0] Included only if a priority
is active
preempt SignalState 0 @] Included only if a

preempt is active

preemptCause | SignalState (0] @] Included only if a
preempt is active

transitStatus TransitStatus (@] Not used

2.5.3.10 Flow 10 Content: NTCIP 1211 Priority Status

The preempt/priority unit shall determine if a preempt is active on the controller by reading the
preemptState objects from the preemptTable.

The preempt/priority unit shall determine if a priority request is active by reading the priorityRequestTable
from the controller.

2.5.3.11 Flow 11 Content: NTCIP 1218v1 Deliver Data to RSU

RSU shall implement all mandatory data elements of NTCIP 1218 Dialog ID G.1 to receive data from
management station

2.5.3.12 Flow 12 Content: NTCIP 1218v1 Retrieve Data from RSU

RSU shall implement all mandatory data elements of NTCIP 1218 Dialog ID G.3 to receive data from
management station

2.6 User Needs

User Needs are listed per Table 11 for later inclusion in Needs to Requirements Traceablity Matrix

(NRTM)
e Number: UNX
e Actor: Human or another system in need
e Need: needed by the actor in order to ...
e Guidance: Intent of need to guide Requirements, typically captured during review discussion
Table 11: User Needs Template
UN # Actor Need Media
UN1 | Emergency Automatic Emergency Vehicle Signal Preemption V2N, V2I
Vehicle
UN2 | Commecial Transit Bus Signal Priority V2N, V2I
Vehicle
UN3 | Commecial Freight/Commercial Vehicle Signal Priority V2N, V2I
Vehicle
Driver
UN4 | Driver Signal Timing Display V2N, V2I
UN5 | Driver Red Light Violation Warning V2N or V2I
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UNG6 | Driver Get Ready for Green V2N or V2I
UN7 | Driver Enrtering School Zone V2N or V2I
UN8 | Driver Speeding in School Zone V2N or V2|
UN9 | Driver Entering Work Zone V2N or V2|
UN10 | Driver Speeding in Work Zone V2N or V2|
UN11 | Driver School Bus Stopped Ahead V2N or V2I
UN12 | Driver Wrong Way Alert to include: V2N or V2I
- Real-time CRASH warning of approaching wrong way vehicle
- Real-time DO NOT ENTER warning before entering wrong
way
- Real-time WRONG WAY warning when traveling wrong way
UN13 | Driver Curve Excessive Speed Warning V2N or V2|
UN14 | Driver Stop Ahead V2N or V2|
UN15 | Driver Active Railroad Crossing Ahead V2N or V2|
UN16 | Driver Pedestrian Crossing Active Ahead V2N or V2I
UN17 | Driver Pedestrian in the Crosswalk Ahead
UN18 | Driver Slow Speed Zone Alert V2N or V2I
UN19 | Driver Flooding Ahead Alert V2N or V2|
UN20 | Driver Unprotected Left Turn Collision Avoidance V2N or V2|
UN21 | Driver Multi-lane Highway Crossing Collision Avoidance V2N or V2|
UN22 | Driver and Pedestrian Proximity Alert — Collision Avoidance P2N/V2N or
Pedestrian V2P/V2I
UN23 | Driver and Bike/Scooter Vehicle Proximity Alert — Collision Avoidance R2N/V2N or
Rider V2R/V2|
UN24 | Mobile OTA
Equipment
UN25 | TMCO Real-time alert of incidences and stopped vehicles V2N or V2I
UN26 | TMCO Location of incident and inform drivers V2N or V2I
UN27 | TMCO Real-time notification of crash with location V2N or V2I
UN28 | TMCO Real-time alert of incidents and stopped vehicles V2N or V2I
UN29 | TMCO Location of incident and inform drivers V2N or V2I
TMC,Driver, | To provide end of queue and low visibility warnings V2N or V2|
UN30 | and Vehicle
UN31 | TMC To provide customized high wind warnings to trucks V2N or V2I
TMC, Driver, | To provide cautions and speed advice V2N or V2I
UN32 | and Vehicle
UN33 | TMC To provide parking availability and wayfinding to trucks V2N or V2I
UN34 | TMC To provice alerts to trucks when truck size or weight exceeded | V2N or V2I
UN35 | TMC To provide current status of chain law restrictions to trucks V2N or V2I
TMC, To provide closure and alternative routes at right decision point | V2N or V2I
Driver,and
UN36 | Vehicle
TMC,Driver, | To assess impacts based on travel time and travel reliablity V2N or V2I
UN37 | and Vehicle
UN38 | Trucks Real-time communications to center of freight movement V2N or V2I
UN39 | Vehicles Location of current hazards affecting roadway travel V2N or V2I
UN40 | Vehicles Forecast of hazards affecting roadway travel V2N or V2I
UN41 | Vehicles Incident information and locations V2N or V2I
UN42 | Vehicles Hazard information and locations V2N or V2I
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UN43 | Plow drivers | Road conditions for current and nearby highway segments V2N or V2I
UN44 | Plow drivers | RWIS data for their area of operations V2N or V2I
UN45 | Plow drivers | Weather radar images for their area of operations V2N or V2I
UN46 | Plow drivers | Reported incidences in their area of operations V2N or V2I
UN47 | Snow Plows | Broadcast DO NOT PASS warning while in motion V2N or V2I
UN48 | Plow drivers | View current posted speeds and suggest revisions V2N or V2|
UN49 | Plow drivers | DMS message sign information V2N or V2I
UN50 | TMC Collect weather data from snow plows V2N or V2I

Highway Mayday alerts from trucks V2N or V2I
UN51 | patrol

Highway Location of mayday alerts from trucks V2N or V2I
UN52 | patrol

Highway Alerts of incursion or runaway drivers during response to scene | V2N or V2|
UN53 | patrol

Highway Warn drivers upstream of impending closure or stopped traffic V2N or V2|
UN54 | patrol
UNS55 | 511 App Accurate, timely information without coverage gaps V2N or V2I
UN56 | 511 App Accurate, timely information for travel decisions per segment V2N or V2I

511 Accurate information of location of construction zones V2N or V2I

App,Driver,
UN57 | and Vehicle

511 App, Accurate information of construction zone speed and delays V2N or V2I

Driver, and
UN58 | Vehicle

Traffic Manage speed on surface streets to regulatory speed limit V2N or V2I
UN59 | Manager

Traffic Manage speed on curves to speed advice V2N or V2I
UNG60 | Manager

Traffic Manage speed in work zones V2N or V2I
UN61 | Manager

Traffic Inform drivers of serious incidences for evacuations V2N or V2I
UN62 | Manager

Emergency To preempt signal when in code V2N or V2|
UN63 | Vehicle

Emergency To verify signal preemption V2N or V2I
UN64 | Vehicle
UNG65 | Dispatch Incident locations in areas where no communications exists
UN66 | Equipment Monitor health and status remotely
UN67 | Equipment To determine cause of failure and performance degradation

Trucks, In-vehicle alerts of weather, queues, speed, detours, parking
UNG68 | Drivers
UN69 | Truck drivers | To alleviate concerns around privacy
UN70 | Truck drivers | Advanced notification of road closures from TMC
UN71 | Parking Incoming truck information to prepare parking availability
UN72 | TMCO Transmit data to and from RSU in real time and non-real time
UN73 | 511 App Fast, accurate location and information for crashes

Traffic Reduce crashes between vehicle due to red light violations
UN74 | Manager

Traffic Reduce crashes between vehicles and overhead infrastructure
UN75 | Manager
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Traffic Provide mobility information in heavily congested areas
UN76 | Manager
UN77 | Fleet Owners | To have privacy
UN78 | Fleet Owners | To manage CV application for the traffic environment
UN79 | Fleet Owners | To manage CV equipment maintenance
Roadway To have privacy
UN8O0 | users
Roadway Manage CV applications for the traffic environment
UNS81 | users
Roadway Notify vehicles of VRUs
UN82 | users
UN83 | System Mgr. | To manage system health
UN84 | System Mgr. | To manage CV application life-cycle
UNS85 | System Mgr. | To manage CV application interrelationship
Heavy To minimize stops and restarts
UN86 | Trucks
Heavy To avoid dilemma zone of yellow when approaching signal
UN87 | Trucks
UNS88 | AVs Situational awareness in challenging road, weather conditions
UNS89 | Driver Slow traffic alert in workzone ahead
UN9Q | Driver Stopped traffic alert in workzone ahead
UN91 | Driver Lane(s) reduction ahead
UN92 | Driver Road topology change ahead
UN93 | Driver Workzone ahead
UN94 T_raffic R_apidly insta_ll, observe operational status and debug on-site
Signals without special tools
Operations &
Maintenance
Technician
671
672 26.1 Security Needs
673
674 Table 12: Security Needs
UN# Actor Need Guidance
S1 RSU To be safeguarded from cyber threats RD3
S2 RSU Ensure that data transfer is secure RD3
S3 Private Vehicles Anonymous communications RD3
S4 System Manager Trusted communications RD3
S5 Vehicles Trusted communications RD3
S6 Roadside Equipment | Trusted communications RD3
S7 RSU Detect and report OBU misbehavior
675
676  2.6.2 Performance Needs
677
678 Table 13: Performance Needs
UN# Actor Need Guidance
P1 | All vehicles Location accuracy within half lane width Crash Avoidance
P2 | All Vehicles Communications latency for safety-critical applications Crash Avoidance
P3 | RSU Undegraded performance during failure of other devices i.e Flash Status
P4 | RSU Resilient performance during widespread emergencies Resiliancy
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P5 | RSU To provide high reliability Availability
P6 | RSU To operate with minimal failures MTBF
P7 | All Vehicles Highest priority for safety
P8 | RSU To service safety as the highest priority
P9 | System Manger Wide area network from RSU to central system over
wireless or terrestrial netwrok
P10 | RSU Ethernet communications for network backhaul
P11 | Service Manager | Local area networks from RSU to roadside equipment
P12 | RSU Ethernet communications for local cabinet
P13 | RSU Time source identical to vehicles
P14 | Agencies Limit liability
2.6.3 Physical / Environmental Needs
Table 14: Environmental and Physical Needs
UN # Actor Need Guidance
El Equipment Physical safety while exposed to weather and natural elements | RD7 ITSM- 2.1
E2 Equipment To be tamper-proof RD3
E3 Equipment (Optional) Provide street level access to the radio elements RD4
external to the controller cabinet to avoid lane closures for
installation and maintenance purposes
2.6.4 Related System Needs (Interfaces)
Table 15: Related System Needs (Interfaces)
UN Actor Need Guidance
#
IN1 | RSU To communicate using standardized messages Compatibility
IN2 | All To communicate using standardized messages Compatibility
Vehicles
IN3 | RSU To secure messages using standardized security Compatibility
measures
IN4 | All To secure messages using standardized security Compatibility
Vehicles measures
IN5 | Agencies Compatibilty with installed base throughout expected Investment
service life
IN6 | Agencies To add new capabilities through the end of expected Extensibililty
service life
IN7 | Agencies Lower total cost of ownership to deploy multiple
applications
IN8 | AVs Situational awareness to supplement vehicle sensors i.e. VRUs
IN9 | Agencies To provide current situational data to vehicles in real i.e. lanes
time
2.6.5 Radio Related Needs
Table 16: Radio Related Needs
UN # Actor Need Guidance
MN1 RSU Support future radios Extensibility
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MN2 RSU Software must be updateable | Extensibility
remotely over wireless
MN3 RSU Support Multiple Radios Compatibility
Simultaneously
MN4 RSU Radio Receive Range
MN5 RSU Radio Transmission Range
MNG6 RSU Ability to send SPaT
information
MN7 RSU LTE V2X PC5 Mode 4
Support
MN8 RSU 20 MHz channel support
MN9 RSU Channel Operation
MN10 RSU C-V2X Only Mode
MN11 RSU DSRC Only Mode
MN12 RSU Minimal Antenna Isolation
MN13 RSU Maximum Cable Loss without

Compensator
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Section 3
Functional Requirements [Normative]

Section 3 defines the Functional Requirements based on the user needs identified in the Concept of
Operations (see Section 2). Section 3 includes the minimum requirements for the RSU to support safety
applications in a common message format for use by mobile devices. This common message format
throughout North America is accomplished by standardizing both the RSU and the minimum set of
message flows between the RSU and mobile devices needed to fulfill the identified User Needs. RSU and
mobile application suppliers are free to expand the message flows to include more appliciations beyond
the mandatory flows standardized by NEMA TS 10-2019,

NEMA TS 10-2019 standardized message flows conform to published standards. For example, NEMA TS
10-2019 organizes SAE J2735 and SAE J2540 standard messages into dialoges of flows.These
standardized flows of Table are traced to User Needs and Requirements in Table . These NEMA TS 10-
2019 standardized dialogs of flows provides uniform correlation to MUTCD for use by OEMs and
suppliers of mobile applications thoroughout North America. Once deployed, NEMA TS 10-2019 provides
a digital twin of the driver view to mobile applications. For example, the TS10-2019 standardized Traveler
Information Message is described in section 2.5.3.4 .
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Table 17: User Needs to Requirements Traceability Matrix
UN # Actor Need Req ID Prior State Requirement Post State Flow
UN1 | Emergency Vehicle Automatic Emergency Vehicle | RU1.1 CU is operating according to pre-programmed | RSU shall receive J2735 Signal Request Message (SRM) CU is operating according to F7
Signal Preemption signal timing plan, and is not in an error, pre-programmed signal timing
alarm, or preempt state plan, and is not in an error,
alarm, or preempt state
RU1.2 CU is operating according to pre-programmed | RSU shall verify that the received SRM created by a trusted CU is operating according to N/A
signal timing plan, and is not in an error, source pre-programmed signal timing
alarm, or preempt state plan, and is not in an error,
alarm, or preempt state
RU1.3 CU is operating according to pre-programmed | RSU shall act on SRM based on the parameters in the SRM, RSU shall request CU signal F8
signal timing plan, and is not in an error, and the configuration and rules in the RSU and the CU phases according to arrival
alarm, or preempt state direction, and the parameters in
the SRM
RU1.4 CU is operating according to pre-programmed | RSU shall not act upon SRM not from trusted sources RSU shall log the request, and N/A
signal timing plan, and is not in an error, silently discard the SRM, CU is
alarm, or preempt state operating according to pre-
programmed signal timing plan,
and is not in an error, alarm, or
preempt state
RU1.5 CU signal phases are active according to RSU shall GET status from CU CU is verifying current signal F10
arrival direction, and the parameters in the status
SRM
RU1.6 CU signal phases are sent to RSU according | RSU shall create, sign and send J2735 Signal Status Message CU signal phases are active F9
to arrival direction, and the parameters in the | (SSM) based on CU status according to arrival direction,
SRM and the parameters in the SRM
RU1.7 CU signal phases are active according to When requesting vehicle departs the intersection, the RSU shall | CU reverts to pre-progarmmed F8
arrival direction, and the parameters in the remove the signal phase request signal timing
SRM
RU1.8 CU signal phases are active according to If the requesting vehicle has not departed the intersction within | CU reverts to pre-progarmmed F8
arrival direction, and the parameters in the a set time the RSU shall remove the signal phase request signal timing
SRM
RU1.9 CU is operating according to pre-programmed | The RSU shall be capable of receive SRM from multiple V2I RSU has reacted to first SRMin | F8
signal timing plan, and is not in an error, and V2N communications modes, and shall process the SRM this series
alarm, or preempt state which the RSU receives first
RU1.10 CU signal phases are active according to The RSU shall create, sign and send SSM based on CU status, | CU signal phases are active F9
arrival direction, and the parameters in the when the CU is in a preempt state according to arrival direction,
SRM and the parameters in the SRM
UN2 | Commecial Vehicle Transit Bus Signal Priority RU2.1 CU is operating according to pre-programmed | RSU shall receive SRM CU is operating according to F7
signal timing plan, and is not in an error, pre-programmed signal timing
alarm, or preempt state plan, and is not in an error,
alarm, or preempt state
RU2.2 CU is operating according to pre-programmed | RSU shall verify that the received SRM created by a trusted CU is operating according to N/A
signal timing plan, and is not in an error, source pre-programmed signal timing
alarm, or preempt state plan, and is not in an error,
alarm, or preempt state
RU2.3 CU is operating according to pre-programmed | RSU shall act on SRM based on the parameters in the SRM, RSU shall request CU signal F8
signal timing plan, and is not in an error, and the configuration and rules in the RSU and the CU SET extension according to arrival
alarm, or preempt state direction, and the parameters in
the SRM
RU2.4 CU is operating according to pre-programmed | RSU shall not act upon SRM not from trusted sources RSU shall log the request, and N/A

signal timing plan, and is not in an error,
alarm, or preempt state

silently discard the SRM, CU is
operating according to pre-
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UN # Actor Need Req ID Prior State Requirement Post State Flow
programmed signal timing plan,
and is not in an error, alarm, or
preempt state
RU2.5 CU signal phases are active according to RSU shall GET status from CU CU is verifying current signal F10
arrival direction, and the parameters in the status
SRM
RU2.6 CU signal phases are sent to RSU according | RSU shall create, sign and send SSM based on CU status CU signal phases are active F9
to arrival direction, and the parameters in the according to arrival direction,
SRM and the parameters in the SRM
RU2.7 CU signal phases are active according to When requesting vehicle departs the intersection, the RSU shall | CU reverts to pre-progarmmed F8
arrival direction, and the parameters in the remove the signal phase request signal timing
SRM
RU2.8 CU signal phases are active according to If the requesting vehicle has not departed the intersction within | CU reverts to pre-progarmmed F8
arrival direction, and the parameters in the a set time the RSU shall remove the signal phase request signal timing
SRM
RU2.9 CU is operating according to pre-programmed | The RSU shall receive SRM from multiple V2l and V2N RSU has reacted to highest F7
signal timing plan, and is not in an error, communications modes, and shall process the SRM of the priority SRM in this series
alarm, or preempt state highest priority among vehicle types of emergency, transit and
freight
RU2.10 CU signal phases are active according to The RSU shall create, sign and send SSM based on CU status, | CU signal phases are active F9
arrival direction, and the parameters in the when the CU is in a priority state according to arrival direction,
SRM and the parameters in the SRM
UN3 | Commecial Vehicle Driver | Freight/Commercial Vehicle RU3.1 CU is operating according to pre-programmed | RSU shall receive SRM CU is operating according to F7
Signal Priority signal timing plan, and is not in an error, pre-programmed signal timing
alarm, or preempt state plan, and is not in an error,
alarm, or preempt state
RU3.2 CU is operating according to pre-programmed | RSU shall verify that the received SRM created by a trusted CU is operating according to N/A
signal timing plan, and is not in an error, source pre-programmed signal timing
alarm, or preempt state plan, and is not in an error,
alarm, or preempt state
RU3.3 CU is operating according to pre-programmed | RSU shall act on SRM based on the parameters in the SRM, RSU shall request CU signal F8
signal timing plan, and is not in an error, and the configuration and rules in the RSU and the CU extension according to arrival
alarm, or preempt state direction, and the parameters in
the SRM
RU3.4 CU is operating according to pre-programmed | RSU shall not act upon SRM not from trusted sources RSU shall log the request, and N/A
signal timing plan, and is not in an error, silently discard the SRM, CU is
alarm, or preempt state operating according to pre-
programmed signal timing plan,
and is not in an error, alarm, or
preempt state
RU3.5 CU signal phases are active according to RSU shall GET status from CU CU is verifying current signal F10
arrival direction, and the parameters in the status
SRM
RU3.6 CU signal phases are sent to RSU according | RSU shall create, sign and send SSM based on CU status CU signal phases are active F9
to arrival direction, and the parameters in the according to arrival direction,
SRM and the parameters in the SRM
RU3.7 CU signal phases are active according to When requesting vehicle departs the intersection, the RSU shall | CU reverts to pre-progarmmed F8
arrival direction, and the parameters in the remove the signal phase request signal timing
SRM
RU3.8 CU signal phases are active according to If the requesting vehicle has not departed the intersction within | CU reverts to pre-progarmmed F8

arrival direction, and the parameters in the
SRM

a set time the RSU shall remove the signal phase request

signal timing
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UN # Actor Need Req ID Prior State Requirement Post State Flow
RU3.9 CU is operating according to pre-programmed | The RSU will be capable of receiving SRM from multiple V2l and | RSU has reacted to highest F7
signal timing plan, and is not in an error, V2N communications modes, and shall process the SRM of the | priority SRM in this series
alarm, or preempt state highest priority among vehicle types of emergency, transit and
freight
RU3.10 CU signal phases are active according to The RSU shall create, sign and send SSM based on CU status, | CU signal phases are active F9
arrival direction, and the parameters in the when the CU is in a priority state according to arrival direction,
SRM and the parameters in the SRM
UN4 | Driver Signal Timing Display RU4.1 RSU unconfigured RSU shall store a map file created by a trusted source RSU configured N/A
RU4.2 CU s in flash RSU shall create J2735 MAP message from RSU MAP file that | CU is in flash N/A
includes lane placement and lane to signal phase relationship
RU4.3 CU s in flash RSU shall sign and send J2735 MAP CU s in flash F2
RU4.4 CU exits flash, operating according to pre- RSU shall receive TSCBM from CU Same as prior state F1
programmed signal timing plan, while sending
Traffic Signal Controller Broadcast Message
(TSCBM) to RSU per NTCIP 1202 v3. If
Phase Next has not been reached, the
TSCBM minimum and maximum time until
change may differ according to the signal
control strategy, such as actuated control. If
Phase Next has been reached, TSCBM
minimum time until change is equal to
maximum time until change regardless of
signal control strategy.
RU4.5 Same as prior state RSU shall receive Global Positioning System (GPS) Time of Same as prior state N/A
Day (ToD)
RU4.6 Same as prior state RSU shall create J2735 Signal Phase and Timing (SPaT) Same as prior state N/A
message from TSCBM and GPS ToD
RU4.7 Same as prior state RSU shall sign and send J2735 SPaT for each TSCBM received | Lane locations, legal direction F3
to indicate signal status per lane and and SPaT, along with
vehicle location are used to
display signal status and
countdown for each lane
UN5 | Driver Red Light Violation Warning RUS5.1 RSU unconfigured RSU shall store a map file created by a trusted source RSU is operational N/A
RUS5.2 CU s in flash RSU shall create J2735 MAP message from RSU MAP file that | CU is in flash N/A
includes lane placement and lane to signal phase relationship
RUS5.3 CU s in flash RSU shall sign and send J2735 MAP CUis in flash F2
RU5.4 CU exits flash, operating according to pre- RSU shall receive TSCBM from CU Same as prior state F1
programmed signal timing plan, while sending
Traffic Signal Controller Broadcast Message
(TSCBM) to RSU per NTCIP 1202 v3. If
Phase Next has not been reached, the
TSCBM minimum and maximum time until
change may differ according to the signal
control strategy, such as actuated control. If
Phase Next has been reached, TSCBM
minimum time until change is equal to
maximum time until change regardless of
signal control strategy.
RU5.5 Same as prior state RSU shall receive Global Positioning System (GPS) Time of Same as prior state N/A
Day (ToD)
RU5.6 Same as prior state RSU shall create J2735 Signal Phase and Timing (SPaT) Same as prior state N/A
message from TSCBM and GPS ToD.
RU5.7 Same as prior state RSU shall sign and send J2735 SPaT for each TSCBM received | Lane locations, legal direction F3

and and SPaT, along with
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UN # Actor Need Req ID Prior State Requirement Post State Flow
vehicle location, direction and
speed are used to create driver
warnings for vehicles predicted
to enter intersection on RED for
each lane
UNG6 | Driver Get Ready for Green RU6.1 RSU unconfigured RSU shall store a map file created by a trusted source RSU is operational N/A
RUG6.2 CU s in flash RSU shall create J2735 MAP message from RSU map file that CUisin flash N/A
includes lane placement and lane to signal phase relationship
RU6.3 CU is in flash RSU shall sign and send J2735 MAP CU s in flash F2
RU6.4 CU s in flash RSU shall sense the lack of TSCBM CUis in flash F1
RU6.5 CUisin flash RSU shall receive Global Positioning System (GPS) Time of CUisinflash N/A
Day (ToD)
RUG6.6 CUisin flash RSU shall create J2735 Signal Phase and Timing (SPaT) CUisinflash N/A
message from TSCBM and GPS ToD
RU6.7 CU s in flash RSU shall sign and send J2735 SPaT while TSCBM is not CUisin flash F3
active to indicate flash status per lane.
RUG6.8 CU exits flash, operating according to pre- RSU shall receive TSCBM from CU Same as prior state F1
programmed signal timing plan, while sending
Traffic Signal Controller Broadcast Message
(TSCBM) to RSU at 100 mS intervals per
NTCIP 1202 v3. If Phase Next has not been
reached, the TSCBM minimum and maximum
time until change may differ according to the
signal control strategy, such as actuated
control. If Phase Next has been reached,
TSCBM minimum time until change is equal to
maximum time until change regardless of
signal control strategy.
RUG6.9 Same as prior state RSU shall receive Global Positioning System (GPS) Time of Same as prior state N/A
Day (ToD)
RU6.10 Same as prior state RSU shall create J2735 Signal Phase and Timing (SPaT) Same as prior state N/A
message from TSCBM and GPS ToD
RU6.11 Same as prior state RSU shall sign and send J2735 SPaT for each TSCBM received | Lane locations, legal direction F3
to indicate signal status per lane and and SPaT, along with
vehicle location are used to
display signal status and
countdown for each lane
UN7 | Driver Entering School Zone RU7.1 RSU unconfigured RSU shall store a file created by a trusted source that includes RSU is operational N/A
MUTCD S1-1, lane locations controlled by S1-11 and SAE
J2540/2 International Traveler Information Systems (ITIS)
standard phase for additional information, such as distance, time
of year, time of day, speed limit
RU7.2 RSU is operational RSU shall receive a trigger to for school zone active, such as School zone is active N/A
school zone flasher or TOD scheduler implemented on the RSU.
RU7.3 School zone is active RSU shall sign and send TIM at a rate of ten times per second School zone signs match posted | F4
UN8 | Driver Speeding in School Zone RU8.1 RSU unconfigured RSU shall store a file created by a trusted source that includes RSU is operational N/A
MUTCD S4-5, lane locations controlled by S4-5 and SAE
J2540/2 International Traveler Information Systems (ITIS)
standard phase for speed limit
RU8.2 RSU is operational RSU shall transmit TIM at a rate of ten times per second School zone speed matches F4
posted
UN9 | Driver Entering Work Zone RU9.1 RSU unconfigured RSU shall store a file created by a trusted source that includes RSU is operational N/A

MUTCD R2-1, lane locations controlled by R2-1 and SAE
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J2540/2 International Traveler Information Systems (ITIS)
standard phase for speed limit
RU9.2 RSU is operational RSU shall receive a trigger to for work zone active, such as work | Work zone is active N/A
zone flasher or TOD scheduler implemented on the RSU
RU9.3 RSU is operational RSU shall sign and send TIM at a rate of ten times per second Work zone speed matches F4
posted
UN10 | Driver Speeding in Work Zone RU10.1 RSU unconfigured RSU shall store a file created by a trusted source that includes RSU is operational N/A
MUTCD R2-1, lane locations controlled by R2-1 and SAE
J2540/2 International Traveler Information Systems (ITIS)
standard phase for speed limit
RU10.2 RSU is operational RSU shall transmit TIM at a rate of ten times per second Work zone speed matches F4
posted
UN11 | Driver School Bus Stopped Ahead RU11.1 RSU may or may not be operational School bus sign and send BSM to trailing vehicles. No RSU RSU may or may not be F6
requirements operational
UN12 | Driver Wrong Way Alert to include: RU12.1 RSU is unconfigured RSU shall store a map file created by a trusted source including | RSU is partially configured N/A
- Real-time CRASH warning of revoked lane indicator for each segment
approaching wrong way RU12.2 RSU is partially configured RSU shall determine revoked lane status RSU is operational N/A
vehicle RU12.3 | RSU is operational RSU shall receive GPS Time of Day (ToD) No RSU messages sent N/A
- Real-time DO NOT ENTER RU12.4 | No RSU messages sent RSU shall create, sign and send J2735 MAP message from map | Vehicles identify lane locations, | F2
warning before entering wrong file at one second intervals legal direction and if revocable
way RU12.5 Vehicles know lane locations, legal direction RSU shall create J2735 SPaT message from GPS ToD and Vehicles know lane locations, N/A
- Real-time WRONG WAY and if revocable revoked lane ToDs legal direction and if revocable
warning when traveling wrong [ RU12.6 Vehicles know lane locations, legal direction RSU shall sign and send J2735 SPaT Vehicles use lane locations, F3
way and if revocable legal direction and revocation
status of either currently OPEN
or CLOSED to create driver
warnings for vehicles traveling
the wrong way
RU12.7 Vehicles identify lane locations, legal direction | RSU shall receive vehicle BSMs RSU has received BSMs F6
and revocation status of either currently
OPEN or CLOSED
RU12.8 RSU has received BSMs RSU shall verify BSMs are from trusted source RSU has record of trusted BSMs | N/A
RU12.9 RSU may or may not be not operational Vehicles shall not act on BSMs not from trusted source RSU may or may not be not N/A
operational
RU12.10 | RSU has record of trusted BSMs RSU shall compare vehicle BSMs to MAP and SPaT to identify RSU has location, direction, N/A
vehicles traveling the wrong way speed of vehicles traveling the
wrong way
UN13 | Driver Curve Excessive Speed RU13.1 RSU unconfigured RSU shall store a file created by a trusted source that includes RSU is operational N/A
Warning multiple speed zones per lane
RU13.2 RSU is operational RSU shall sign and send TIM containing posted speed advice Speed advice matches posted F4
for each zone at a rate of one time per second
RU13.3 Speed advice matches posted RSU shall determine end of queue for each lane from BSM or Speed advice matches posted N/A
infrastructure sensor
RU13.4 Speed advice matches posted RSU shall sigh and send TIM constaining speed advice for each | Speed advice per zone matches | F4
zone according to the safe stopping distance to the end of the safe stopping distance to the
gueue based on the local policy end of queue based on the local
drivers manual or the posted
speed advice, whichever is lower
UN14 | Driver Stop Ahead RU14.1 RSU unconfigured RSU shall store a file created by a trusted source that includes RSU is operational N/A
MUTCD W3-1 and lane locations controlled by W3-1
RU14.2 RSU is operational RSU shall sign and send TIM at a rate of ten times per second Speed advice matches posted F4
UN15 | Driver Active Railroad Crossing RU15.1 RSU unconfigured RSU shall store a file created by a trusted source that includes RSU is operational N/A
Ahead MUTCD W3-1 and lane locations controlled by R15-1
RU15.2 RSU is operational RSU shall sigh and send TIM at a rate of ten times per second Speed advice matches posted F4
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UN16 | Driver Pedestrian Crossing Active RU16.1 RSU is unconfigured RSU shall store a file created by a trusted source that includes RSU is operational N/A
Ahead MUTCD R1-5 and lane locations controlled by R1-5
RU16.2 RSU is operational RSU shall sign and send TIM at a rate of ten times per second Speed advice matches posted F4
that indicates RED (vehicle to stop) or FLASHING RED (same
as stop sign, stop and proceed if clear) when triggered
UN17 | Driver Pedestrian in the Crosswalk RU17.1 RSU is operational RSU shall receive pedestrian locations with 1M accuracy from RSU is operational N/A
Ahead infrastructure detector ten times per second
RU17.2 RSU is operational RSU shall receive GPS ToD RSU is operational N/A
RU17.3 RSU is operational RSU shall create J2735 Personal Safety Message (PSM) from RSU is operational N/A
pedestrian locations and GPS ToD
RU17.4 RSU is operational RSU shall sigh and send PSM one time per second for crash RSU is operational F5
warnings
UN18 | Driver Slow Speed Zone Alert RU18.1 RSU unconfigured RSU shall store a file created by a trusted source that includes RSU is operational N/A
MUTCD R2-1, lane locations controlled by R2-1 and J2540/2
International Traveler Information Systems (ITIS) phase for the
speed value.
RU18.2 RSU is operational RSU shall sign and send TIM at a rate of ten times per second Speed advice matches posted F4
when triggered or by TOD scheduler implemented on the RSU.
UN19 | Driver Flooding Ahead Alert RU19.1 RSU unconfigured RSU shall store a file created by a trusted source that includes RSU is operational N/A
MUTCD W8-19, lane locations controlled by W8-19 and SAE
J2540/2 International Traveler Information Systems (ITIS)
standard phase for the gauge value.
RU19.2 RSU is operational RSU shall sigh and send TIM at a rate of ten times per second Speed advice matches posted F4
RSU shall sign and send TIM at a rate of ten times per second
when triggered, for example by a flood gauge output to RSU
UN20 | Driver Unprotected Left Turn RU20.1 RSU unconfigured RSU shall store a file created by a trusted source that includes RSU is operational NA
Collision Avoidance MUTCD R2-1 lane locations controlled by R2-1 and J2540/2
International Traveler Information Systems (ITIS)
RU20.2 RSU is operational RSU shall sign and send TIM RSU is operational F6
UN21 | Driver Multi-lane Highway Crossing RU21.1 RSU unconfigured RSU shall store a file created by a trusted source that includes RSU is operational F6
Collision Avoidance MUTCD R2-1, lane locations controlled by R2-1 and J2540/2
International Traveler Information Systems (ITIS)
RU21.2 RSU is operational RSU shall sign and send TIM RSU is operational F6
UN22 | Driver and Pedestrian Pedestrian Proximity Alert — RU22.1 RSU is operational RSU shall receive pedestrian locations with 1M accuracy from RSU is operational N/A
Collision Avoidance detector ten times per second
RU22.2 RSU is operational RSU shall receive GPS ToD RSU is operational N/A
RU22.3 RSU is operational RSU shall create PSM from pedestrian locations and GPS ToD RSU is operational N/A
RU22.4 RSU is operational RSU shall sign and send PSM one time per second. Vehicles RSU is operational F5
identify crash trajectories, Automated Vehicle (AV) avoid
crashes
UN23 | Driver and Rider Bike/Scooter Vehicle Proximity | RU23.1 RSU is operational RSU shall receive micromobility locations with 1M accuracy from | RSU is operational N/A
Alert — Collision Avoidance detector ten times per second
RU23.2 RSU is operational RSU shall receive GPS ToD RSU is operational N/A
RU23.3 RSU is operational RSU shall create PSM from micromobility locations and GPS RSU is operational N/A
ToD
RU23.4 RSU is operational RSU shall sign and send PSM up to ten times per second. RSU is operational F5
Vehicles identify crash trajectories to warn drivers, AVs avoid
crashes
UN24 | Mobile Equipment Over the Air Update (OTA) RU24.1 RSU is unconfigured RSU shall receive an encoded file containing OTA configuration | RSU is operational N/A

from a trusted source through an IPV6 connection, including:
- Encoded firmware image blocks
- Vendor ID for target device to be updated
- Firmware revision numberl
- UDP port to be used

© Copyright 2019 by the National Electrical Manufacturers Association



Draft NEMA TS 10-201x

Page 36
UN # Actor Need Req ID Prior State Requirement Post State Flow
RU24.2 RSU is operational RSU shall store that encoded OTA configuration file Mobile equipment operating N/A
using prior revision
RU24.3 Mobile equipment operating using prior RSU shall continually send encoded blocks from the encoded Mobile equipment operating N/A
revision file to the mobile equipment when within range using prior revision, has received
some of the new firmware image
blocks
RU24.4 Mobile equipment operating using prior RSU shall continually send encoded blocks from the encoded Mobile equipment operating N/A
revision, has received some of the new file to the mobile equipment when within range using prior revision, has received
firmware image blocks all of the new firmware image
blocks
RU24.5 Mobile equipment operating using prior RSU shall continually send encoded blocks from the encoded Mobile equipment operating N/A
revision, has received all of the new firmware | file to the mobile equipment when within range using prior revision. Mobile
image blocks equipment decrypts and verifies
all new firmware image blocks.
RU24.6 Mobile equipment operating using prior RSU shall continually send encoded blocks from the encoded Mobile equipment operating N/A
revision. Mobile equipment decrypts and file to the mobile equipment when within range using new firmware image
verifies all new firmware image blocks.
UN25 | TMCO Real-time alert of incidences RU25.1 RSU is operational RSU shall receive vehicle BSMs RSU is operational F6
and stopped vehicles RU25.2 RSU is operational RSU shall verify BSMs are from trusted source RSU is operational N/A
RU25.3 RSU may or may not be not operational Vehicles shall not act on BSMs not from trusted source RSU may or may not be not N/A
operational
RU25.4 RSU is operational RSU shall determine vehicle counts (volumes) based on BSMs RSU is operational N/A
RU25.5 RSU is operational RSU shall determine average vehicle speeds based on BSMs RSU is operational N/A
RU25.5 RSU is operational RSU shall determine GPS location RSU is operational N/A
RU25.6 RSU is operational RSU shall report vehicle counts (volumes) based on BSMs to RSU is operational F11
T™MC
RU25.7 RSU is operational RSU shall report average vehicle speeds based on BSMs to RSU is operational F11
TMC
RU25.8 RSU is operational RSU shall report location for vehicle counts and speeds to TMC | RSU is operational F11
UN26 | TMCO Location of incident and inform | RU26.1 RSU is operational RSU shall receive incident TIM from TMC RSU is operational F12
drivers RU26.2 RSU is operational RSU shall verify TMC incident TIM is from trusted source RSU is operational N/A
RU26.3 RSU is operational RSU shall not act on TIMs not from trusted source RSU is operational N/A
RU26.4 RSU is operational RSU shall sign, store and forward TMC incident TIM to vehicles | RSU is operational F4
RU26.5 RSU is operational RSU shall receive incident TIM from vehicles RSU is operational F4
RU26.6 RSU is operational RSU shall verify incident TIM is from trusted source RSU is operational N/A
RU26.7 RSU is operational RSU shall not act on TIMs not from trusted source RSU is operational N/A
RU28.8 RSU is operational RSU shall store and forward vehicle incident TIM to TMC RSU is operational F11
UN27 | TMCO Real-time notification of crash | RU27.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
with location
UN28 | TMCO Real-time alert of incidents RUZ28.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
and stopped vehicles
UN29 | TMCO Location of incident and inform | RU29.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
drivers
UN30 | TMC To provide end of queue and RU30.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
low visibility warnings to trucks
UN31 | TMC To provide customized high RU31.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
wind warnings to trucks
UN32 | TMC To provide cautions and speed | RU32.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
advice to trucks
UN33 | TMC To provide parking availability | RU33.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A

and wayfinding to trucks
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UN34 | TMC To provide alerts to trucks RU34.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
when truck size or weight
exceeded

UN35 | TMC To provide current status of RU35.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
chain law restrictions to trucks

UN36 | TMC To provide closure and RU36.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
alternative routes at right
decision point

UN37 | TMC To assess impacts based on RU37.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
travel time and travel reliablity

UN38 | Trucks Real-time communications to RU38.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
center of freight movement

UN39 | Vehicles Location of current hazards RU39.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
affecting roadway travel

UN40 | Vehicles Forecast of hazards affecting RU40.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
roadway travel

UN41 | Vehicles Incident information and RU41.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
locations

UN42 | Vehicles Hazard information and RU42.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
locations

UN43 | Plow drivers Road conditions for current RU43.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
and nearby highway segments

UN44 | Plow drivers RWIS data for their area of RU44.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
operations

UN45 | Plow drivers Weather radar images for their | RU45.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
area of operations

UN46 | Plow drivers Reported incidences in their RU46.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
area of operations

UN47 | Snow Plows Broadcast DO NOT PASS RU47.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
warning while in motion

UN48 | Plow drivers View current posted speeds RU48.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
and suggest revisions

UN49 | Plow drivers DMS message sign RU49.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
information

UN50 | TMC Collect weather data from RU50.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
show plows

UN51 | Highway patrol Mayday alerts from trucks RU51.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A

UN52 | Highway patrol Location of mayday alerts from | RU52.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
trucks

UN53 | Highway patrol Alerts of incursion or runaway | RU53.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
drivers during response to
scene

UN54 | Highway patrol Warn drivers upstream of RU54.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
impending closure or stopped
traffic

UN55 | 511 App Accurate, timely information RU55.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
without coverage gaps

UN56 | 511 App Accurate, timely information RU56.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
for travel decisions per
segment

UN57 | 511 App Accurate information of RU57.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
location of construction zones
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UN58 | 511 App Accurate information of RU58.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
construction zone speed and
delays

UN59 | Traffic Manager Manage speed on surface RU59.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
streets to regulatory speed
limit

UNG60 | Traffic Manager Manage speed on curves to RUG60.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
speed advice

UNG61 | Traffic Manager Manage speed in work zones RU61.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A

UNG62 | Traffic Manager Inform drivers of serious RU62.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
incidences for evacuations

UN63 | Emergency Vehicle To preempt signal when in RUG6G3.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
code

UN64 | Emergency Vehicle To verify signal preemption RU64.1 Same as UN1 Same as UN1 Same as UN1 N/A

UNG65 | Dispatch Incident locations in areas RU65.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
where no communications
exists

UNG66 | Equipment Monitor health and status RU66.1 RSU Operational RSU shall receive NTCIP 1218 status requests (when NTCIP RSU Operational F12
remotely 1218 is published)

RU66.2 RSU Operational RSU shall send NTCIP 1218 status (when NTCIP 1218 is RSU Operational F11
published)

UNG67 | Equipment To determine cause of failure RU67.1 RSU Operational RSU shall log operational events RSU Operational N/A

and performance degradation | RU67.2 RSU Operational RSU shall classify events by severity RSU Operational N/A
RUG67.3 RSU Operational RSU shall report event log RSU Operational F11

UN68 | Trucks In-vehicle alerts of weather, RU70.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
queues, speed, detours,
parking

UNG69 | Truck drivers To alleviate concerns around RU71.1 RSU operational RSU shall conform to SAEJ2735 standard privacy requirements | RSU operational N/A
privacy

UN70 | Truck drivers Advanced notification of road RU72.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
closures from TMC

UN71 | Parking Incoming truck information to RU71.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
prepare parking availability

UN72 | TMCO Transmit data to and from RU72.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
RSU in real time and non-real
time

UN73 | 511 App Fast, accurate location and RU73.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
information for crashes

UN74 | Traffic Manager Reduce crashes between RU74.1 Same as UN5 Same as UN5 Same as UN5 N/A
vehicle due to red light
violations

UN75 | Traffic Manager Reduce crashes between RU75.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
vehicles and overhead
infrastructure

UN76 | Traffic Manager Provide mobility information in | RU76.1 Same as UN26 Same as UN26 with different TIM information Same as UN26 N/A
heavily congested areas

UN77 | Fleet Owners To have privacy RU77.1 RSU operational RSU shall conform to SAEJ2735 standard privacy requirements | RSU operational N/A

UN78 | Fleet Owners To manage CV application for | RU78.1 Same as UN25 Same as UN25 Same as UN25 N/A
the traffic environment

UN79 | Fleet Owners To manage CV equipment RU79.1 Same as UN25 Same as UN25 Same as UN25 N/A
maintenance

UN8O | Roadway users To have privacy RU80.1 RSU operational RSU shall conform to SAEJ2735 standard privacy requirements | RSU operational N/A
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UN81 | Roadway users Manage CV applications for RU81.1 Same as UN25 Same as UN25 Same as UN25 N/A
the traffic environment
UN82 | Roadway users Notify vehicles of VRUs RU82.1 Same as UN23, UN24 Same as UN23, UN24 Same as UN23, UN24 N/A
UNB83 | System Mgr. To manage system health RU83.1 Same as UN66 Same as UN66 Same as UN66 N/A
UN84 | System Mgr. To manage CV application life- | RU84.1 Same as UN25 Same as UN25 Same as UN25 N/A
cycle
UNB85 | System Mgr. To manage CV application RU85.1 Same as UN25 Same as UN25 Same as UN25 N/A
interrelationship
UN86 | Heavy Trucks To minimize stops and restarts | RU86.1 Same as UN2 Same as UN2 Same as UN2 N/A
UN87 | Heavy Trucks To avoid dilemma zone of RU87.1 Same as UN2 Same as UN2 Same as UN2 N/A
yellow when approaching
signal
UN88 | AVs Situational awareness in RU88.1 AV relies soley on vehicle sensors for lane RSU shall sign and send MAP AV supplements vehicle sensors | F2
challenging road, weather locations, lane rules, signage, signal state, with civil engineering infrasture
conditions closed lanes, vehicle locations, pedestrian design for lane locations and
locations and micromobility locations lane rules.

RU88.2 AV supplements vehicle sensors with civil RSU shall additionally sign and send SPaT AV supplements vehicle sensors | F3
engineering infrasture design for lane with civil engineering design for
locations, lane rules and signage. signal states per lane, time

remaining until signal changes
and lane use changes by time of
day

RU88.3 AV supplements vehicle sensors with civil RSU shall additionally sign and send TIM AV supplements vehicle sensors | F4
engineering design for signal states per lane, with civil engineering for posted
time remaining until signal changes and lane signage, dynamic message
use change by time of day signs and incidences

RU88.4 AV supplements vehicle sensors with civil RSU shall additionally sign and send PSM AV supplements vehicle sensors | F5
engineering for posted signage, dynamic with infrastructure senors for
message signs and incidences locations of pedestrians,

vehicles and micromobility

RU88.5 AV supplements vehicle sensors with RSU shall additionally sign and send EVA AV supplements vehicle sensors | N/A
infrastructure senors for locations of with location, direction and
pedestrians, vehicles and micromobility speed of nearby emergency

vehicles operating in code

Driver Slow traffic alert in workzone RU89.1 Same as UN26- Req 26.1to .4 Same as UN26 with different TIM information Same as UN26- Req 26.1to .4 N/A
UNB89 ahead MUTCD representation is W23-1 (Slow traffic Ahead)

Driver Stopped traffic alert in RU99.1 Same as UN26- Req 26.1 to 26.4 Same as UN26 with different TIM information Same as UN26- Req 26.1t0 .4 N/A
UN90 workzone ahead MUTCD representation are W3 (Be Prepared to Stop)

Driver Lane(s) reduction ahead RU91.1 Same as UN26- Req 26.1 to 26.4 Same as UN26 with different TIM information Same as UN26- Req 26.1t0 .4 N/A
UN91 MUTCD representation are W4 (Be Prepared to Stop)

Driver Road topology change ahead RU92.1 Same as UN26- Req 26.1 to 26.4 Same as UN26 with different TIM information Same as UN26- Req 26.1t0 .4 N/A
UN92 MUTCD representation is W24/ 25-2

Driver Workzone ahead RU93.1 Same as UN26- Req 26.1 to 26.4 Same as UN26with different TIM information. Same as UN26- Req 26.1t0 .4 N/A
UN93 MUTCD representation are W20 (Road Work Ahead)
UN94 | Traffic Signals Operations | Rapidly install, observe RU9%4.1 RSU in shipping container RSU shall include installation hardware for mounting using RSU is installed in field and N/A

& Maintenance Technician | operational status and debug typical service technican tools powered

on-site without special tools RU94.2 RSU installed in field and powered RSU shall include indicators displaying operational status RSU is powered and operating N/A
indicating active error states for technican debugging abnormally
RU94.3 RSU is powered and operating abnormally RSU shall include indicators displaying operational status RSU is debugged and operating | N/A

indicating active normal operation for technician departure

normally
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Table 18: Security Needs to Requirements Traceability Matrix

UN# Actor Need Req ID RSU Requirement
S1 RSU To be safeguarded from cyber threats RS1 RSU shall be compliant with Federal Information Processing Standard (FIPS) 140-2 Level 3 Physical
Security Requirements that require a tamper response mechanism, such as sending off an indicator to
the backhaul network
RS2 RSU shall include a FIPS 140-2 Level 3 compliant Hardware Security Module (HSM)
RS3 RSU shall store private keys used for message signing in the HSM
S2 RSU Ensure that data transfer is secure RS4 RSU shall be certified for compliance to required security standards
RS5 Certified RSU shall be enrolled in the production Security Credentials Management System (SCMS)
RS6 RSU shall sign every outgoing message
S3 Private Vehicles Anonymous communications RS7 RSU shall receive J2735-2016 standard messages
RS8 RSU shall transmit J2735-2016 standard messages
S4 System Manager Trusted communications RS9 RSU shall communicate to central system using published NTCIP 1218 standard
S5 Vehicles Trusted communications RS10 | RSU shall create infrastructure messages to vehicles as the trusted source
RS11 | RSU shall sign infrastructure messages to vehicles as the trusted source
RS12 | RSU shall sign based on the HSM and production SCMS root
S6 Roadside Equipment | Trusted communications RS13 | RSU shall verify that received vehicle message content was created by a trusted source according to
SCMS rootCA
RS14 | RSU shall sign every message created by the RSU itself
RS15 | RSU shall not sign messages created outside of the RSU
RS16 | RSU shall not forward messages from an untrusted source
RS17 | RSU shall discard received vehicle messages not created by a trusted source
S7 RSU Detect and report OBU misbehavior RS19 | RSU shall detect implausible J2735 message data
RSU shall report implausible J2735 message data
Table 19: Performance Needs to Requirements Traceability Matrix
UN# Actor Need Req ID RSU Requirement
P1 | All vehicles Location accuracy within half lane width RP1 Multiple RSUs shall send messages for location triangulation
P2 | All Vehicles Communications latency for safety-critical applications RP2 | The end-to-end communication latency shall be less than 100ms for safety relevant applications
P3 | RSU Undegraded performance during failure of other devices RP3 RSU shall create, sign and send J2735-2016 messages during failure of other roadside equipment
P4 | RSU Resilient performance during widespread emergencies RP4 RSU shall maintain performance during degradation of cellular network
P5 | RSU To provide high reliability RP5 RSU shall prioritize safety relevant messages as a higher priority over non-safety relevant messages.
RP6 Safety relevant messages shall be transmitted and received at specified latencies even during high
channel/network congestion.
P6 | RSU To operate with minimal failures RP7 RSU shall remain operational for an average 100,000 hours calculated using MIL-HDBK-217
P7 | All Vehicles Highest priority for safety RP8 RSU shall prioritize safety relevant messages as a higher priority over non-safety relevant messages.
RP9 RSU shall transmit safety relevant messages at specified latencies even during high channel/network
congestion.
P8 | RSU To service safety as the highest priority RP10 | RSU shall prioritize safety relevant messages as a higher priority over non-safety relevant messages.
RP11 | RSU shall receive safety and process relevant messages at specified latencies even during high
channel/network congestion.
P9 | System Manger Wide area network from RSU to central system over wireless or terrestrial network RP12 | RSU shall communicate to cellular network
RP13 | RSU shall accommodate a cellular Subscriber Identity Module (SIM)
RP14 | RSU shall communicate using Ethernet IP
P10 | RSU Ethernet communications for network backhaul RP15 | RSU shall include Ethernent Physical Layer (PHY) for communications to Wide Area Network (WAN)
P11 | Service Manager | Local area networks from RSU to roadside equipment RP16 | RSU shall include Ethernet PHY for Local Area Network (LAN) to infrastructure devices
P12 | RSU Ethernet communications for local cabinet RP17 | RSU shall include Ethernet PHY for Local Area Network (LAN) to infrastructure devices
P13 | RSU Time source identical to vehicles RP18 | RSU shall populate time of day message fields derived from RSU GPS receiver
P14 | Agencies Limit liability RP19 | RSU shall revert to fail safe mode in case of failure
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Table 20: Physical and Environmental Needs to Requirements Traceability Matrix

UN # Actor Need Req ID RSU Requirement

El Equipment Physical safety while exposed to weather and natural elements RE1 RSU shall be certified to the RSU Requirements Specification v4.1

E2 Equipment To be tamper-proof RE2 RSU shall be certified to the RSU Requirements Specification v4.1

E3 Equipment (Optional) Provide street level access to the radio elements external to the controller cabinet to avoid RE3 | The radio components of the RSU shall be housed separately from the antennas and the components

lane closures for installation and maintenance purposes supporting the application.
Table 21: Related System and Interfaces Needs to Requirements Traceability Matrix
UN # Actor Need Req ID RSU Requirement
IN1 RSU To communicate using standardized messages RIN1 | RSU shall communicate using standardized messages
IN2 | All Vehicles | To communicate using standardized messages RIN2 | RSU shall receive standardized messages
IN3 RSU To secure messages using standardized security measures RIN3 | RSU shall be certified for compliance to required security standards
IN4A | All Vehicles | To secure messages using standardized security measures RIN4 | RSU shall verify that received vehicle message content was created by a trusted source
INS | Agencies Compatibilty with installed base throughout expected service life RIN5 | RSU shall receive standardized messages from existing widely deployed TSCs and vehicles
IN6 | Agencies To add new capabilities through the end of expected service life RIN6 | RSU shall receive remote software updates
IN7 | Agencies Lower total cost of ownership to deploy multiple applications RIN7 | RSU shall support operation of multiple applications simultaneously
IN8 | AVs Situational awareness to supplement vehicle sensors RIN8 | RSU shall send digital representation of lane locations, signage, signal states and VRU locations
IN9 | Agencies To provide current situational data to vehicles in real time RIN9 | RSU shall receive digital representation of lane locations, signage and signal states from Agencies
Table 22: Radio Related Needs to Requirements Traceability Matrix
UN # Actor Need Req ID RSU Requirement

MN1 RSU Support future radios RM1 RSU shall receive wireless stack updates remotely

MN2 RSU Software must be updateable remotely over wireless RM2 Same as UN28

MN3 RSU Support Multiple Radios Simultaneously RM3 The Dual Mode & Dual Active-RSU SHALL support Dedicated Short Range Communications
(DSRC) and C-V2X technologies “simultaneously” as means of facilitating communication for
vehicle-to-vehicle (V2V) and vehicle-to-infrastructure (V2I) applications.

MN4 RSU Radio Receive Range RM4 The Dual Mode & Dual Active RSU SHALL receive V2X messages throughout a range of 1m to
300m in an open field under the conditions specified in J2945/1 and J3161/1.

MN5S RSU Radio Transmission Range RM5 The Dual Mode & Dual Active RSU SHALL transmit V2X messages throughout a range of 1m to
300m in an open field under the conditions specified in J2945/1 and J3161/1.

MNG6 RSU Ability to send SPaT information RM6 The Dual Mode & Dual Active RSU SHALL support Traffic Signal Phase and Timing (SPaT)
information for intersection-based applications and localized roadway warnings via close-range
communication.

MN7 RSU LTE V2X PC5 Mode 4 Support RM7 The Dual Mode & Dual Active RSU SHALL support LTE V2X PC5 Mode 4 Short Range
Communication to conform with ATIS and SAE J3161/1 standards.

MN8 RSU 20 MHz channel support RM8 The Dual Mode & Dual Active RSU SHALL support one 20 MHz channel C-V2X as specified in
SAE J3161/1 standards.

MN9 RSU Channel Operation RM9 The Dual Mode & Dual Active RSU SHALL support DSRC single channel operations and/or
single C-V2X operational mode.

MN10 RSU C-V2X Only Mode RM10 The Dual Mode & Dual Active RSU SHALL support single C-V2X-only operational mode.
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UN # Actor Need Req ID RSU Requirement
MN11 RSU DSRC Only Mode RM11 The Dual Mode &BualActive RSU SHALL support dual-channel DSRC-only operational mode
with the need of vehicles to receive continual safety messages uninterrupted by data collection
and OTA updates.

MN12 RSU Minimal Antenna Isolation RM12 A Dual Mode - Bual-Aetive unit including both DSRC and C-V2X RSUs in the same enclosure
(multi-RSU configuration) SHALL utilize antenna pairs which are isolated by 75 dB (from C-V2X
to DSRC on CH172) and 70 dB (from DSRC to C-V2X on CH183) respectively in order to avoid
impact on performance due to interference.

MN13 RSU Maximum Cable Loss without Compensator RM13 When deploying a Dual Mode - Bual-Active RSU, the Maximum Total Cable Loss from the radio
module to the antenna when no compensator is used SHALL be < 4dB.

Achieving Needed Isolation (Ref. UN# MN15 — Req. ID RM15):
The isolation between C-V2X and DSRC antennas can be accomplished by:
a. Use of a commercially available 20 dB filter and
b. At least 8-inch spatial separation between antennas and
c. Pointing one technology antenna up and the other down and
d. Care in installation to keep antennas at least 36 inches away from a vertical pole

Note:
The FCC Notice of Proposed Rulemaking “In the Manner of Use of the 5.9 GHz Band’ proposes to change the allocation of channels from all 75 MHz in the portion 5.850 — 5.925 MHz which are currently dedicated to DSRC usage only to:

(i) creating a 20MHz C-V2X channel 183, in the 5.905 — 5.925 MHz range.

(ii) allocating a single 10 MHz channel 180 at 5.895 — 5.905 MHz to either DSRC or C-V2X (dependent upon response to the NPRM)

(i) allocating the remaining 45MHz (5.850 — 5.895 MHZz) to unlicensed operations such as WiFi

As a potential consequence of the above proposal, dual-active functionality would not be possible without significant channel separation and likely not possible with only 30MHz allocated as proposed.

If the final FCC Report and Order allows for this adjacent DSRC/C-V2X operation, the location of the DSRC channel would have to change to provide the recommended RF isolation between DSRC and C-V2X to permit dual-active functionality.
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Section 4
Testing/Conformance Evaluation

4.1 Conformance Traceability

Each requirement is traced to User Need, Design Element and Verification Method as shown in Table 23.
During Requirements Review, duplicate requirements are identified and marked as “Duplicate” with the
associated duplicate requirement noted. Requirement Management allows deletion, modification and
addition of requirements with concurrence of the technical group, as long as traceability to User Needs is
maintained and documented in Table . If verification is accomplished by Test, the Test Case of section
4.2 is listed.

Table 23: Requirements to Verification Traceability

Requirement Verification
Deleted? Duplicate? Of Requirement:
Requirement ID Requirement Title

Requirement Text
XXXXX

Justification for the Requirement:

User Needs Fulfilled: UN#

Guidance: Comments/Changes Captured During Review

Related Design Elements

Detailed design, such as RF design, referenced standards, etc.

Requirement Criteria Yes No
1 Is the justification/basis for the requirement clear X
and valid?

2 Is the requirement well-formed? X

3 Is the requirement unambiguous? X

4 Is the requirement feasible? X

5 | Is the requirement verifiable? X

Insp. | Anal. Test Demo.

6 | Verifiable by which method? Test Case #

Note: An answer of no requires a comment or change in the Comments/Change field of the
‘Requirement Text’ section above.
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421 Test Case Channel Allocation and Channel Usage

Each RSU is required to be licensed under the Code of Federal Regulations (C.F.R) Parts 90 and 95 as
Radio Service (RS) 1Q, “Intelligent Transportation Service (Public Safety)”, channel allocation of Figure .

Guard | CH172

CH174 | CH176 | CH178 | CH180 | CH182 | CH184

o N LN LN T LN N Tp} (W]
LN LN (Yo} I~ o0 (o)) o — o~
o o o o0 o0 c o) o) o)
LN (Fp) LN N T N LN LN Tp!
Frequency (GHz)
Figure 3: Channel Allocation
Channels of Figure are in use as shown in Table for the Test Cases.
Table 24: Channel Usage
Channel Usage Content

172 Continuous Safety Mode BSM, MAP, SPaT
174 Security Credential Management System IPV6 service | Secure IPV6
176 Messages recommended by J2945/0 PSM, SRM, SSM
178 Control Channel TIM, RSA, WSA
180 Data Log Transfer Data Logs from mobile devices
182 Over the Air Updates Software update to mobile devices
184 Emergency Services Emergency Communications

4.2.2 IEEE 802.11p Physical Layer and MAC Test Cases

Passing all Table Test Cases is mandatory for RSU compliance to TS10-2019. Test Cases are
documented in the OmniAir Certification Operating Council Test Specifications COC_TestSpecs.

Table 25: IEEE 802.11P Physical and MAC Test Cases

Test Case Number

Test Case Description

RXT-MAC-BV-01

IUT receives MAC frame

TXT-MAC-BV-01

MAC transmit frame format

TXT-PHY-BV-01

Transmit spectral mask

TXT-PHY-BV-02

Center frequency tolerance

TXT-PHY-BV-03

Symbol clock frequency tolerance

TXT-PHY-BV-04

Constellation RMS error & modulation accuracy

TXT-PHY-BV-05

Observed power is within spectral flathess

TXT-PHY-BV-06

Transmitter center frequency leakage

TXT-PHY-BV-07

Transmitter power monotonically increasing

RXT-PHY-BV-01

Receiver minimum input sensitivity

RXT-PHY-BV-02

OFDM adjacent channel rejection

RXT-PHY-BV-03

OFDM non-adjacent channel rejection

RXT-PHY-BV-04

Receiver maximum input level

RXT-PHY-BV-05

Received channel power indicator
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IEEE 1609.2 Security and Certificates Test Cases

Passing all Table Test Cases is mandatory for RSU compliance to TS10-2019. Test Cases are
documented in the OmniAir Certification Operating Council Test Specifications COC_TestSpecs.

Table 26: IEEE 1609.2 Security and Certificates Test Cases

Test Case Number

Test Case Description

SPDUBSM-RECV-BI-01

IUT acknowledges invalid BSM with incorrect digest signature

SPDUBSM-RECV-BI-02

IUT acknowledges invalid BSM with incorrect certificate signature

SPDUWSA-SEND-BV-01

IUT generates correct WSA security header

SPDUWSA-SEND-BV-02

IUT generates correct WSA certificate structure

SPDUWSA-SEND-BV-03

IUT generates WSA's signed digest of known certificate

SPDUWSA-SEND-BV-04

IUT generates WSA's Signed Certificate & Signature

SPDUWSA-RECV-BV-01

IUT acknowledge valid WSA security header

SPDUWSA-RECV-BV-02

IUT acknowledges valid implicit certificate signed WSA

SPDUWSA-RECV-BV-03

IUT acknowledges valid WSA signed digest

SPDUWSA-RECV-BI-01

IUT acknowledges invalid WSA with incorrect cert signature & not transmit

4.2.4

IEEE 1609.3 Network Services Test Cases

Passing all Table Test Cases is mandatory for RSU compliance to TS10-2019. Test Cases are
documented in the OmniAir Certification Operating Council Test Specifications COC_TestSpecs.

Table 27: IEEE 1609.3 Network Services Test Cases

Test Case Number

Test Case Description

WSM-MST-BV-01

IUT transmits WSM Correct Version & EtherType

WSM-MST-BV-02

IUT transmits valid WSM-T-Header & PSID

WSM-ROP-BV-01

IUT transmits valid WSM CH N-Header

WSM-ROP-BV-02

IUT transmits valid WSM Data Rate N-Header

WSM-ROP-BV-03

IUT transmits valid WSM Transmit Power-N-Header

WSM-PP-BV-01

IUT receives WSM without Header extensions

WSM-PP-BV-02

IUT receives WSM with Header extensions

WSM-COM-BV-01

IUT transmits WSMSs in continuous mode

WSM-COM-BV-02

IUT receives WSMs in continuous mode

WSM-COM-BV-03

IUT transmits WSMs in alternating mode CH1 & CH2

WSM-COM-BV-04

IUT transmits on CH1 & receive on CH2

WSM-COM-BV-05

IUT acknowledges WSMs in alternating mode CH1&CH2

WSM-POP-BI-01

IUT not transmit WSMs exceeding WsmMaxLength

WSA-MST-BV-01

IUT transmits WSAs with a WSM header for the WSA

WSA-MST-BV-02

IUT transmits WSA correct version & valid header

WSA-MST-BV-03

IUT transmits signed WSAs

WSA-MST-BV-04-X

IUT transmits WSA Header fields

WSA-MST-BV-05-X

IUT transmits WSA Service Info Segment

WSA-MST-BV-06-X

IUT transmits WSA Channel Info Segment

WSA-MST-BV-07-X

IUT transmits WSA WRA Segment

WSA-MST-BV-08

IUT transmits WSA valid 2D Location

WSA-ROP-BV-01

IUT transmits WSA at a specified repeat rate.

WSA-CHG-BV-01

IUT changes WSA when PSC changes

WSA-CHG-BV-02

IUT changes WSA when service deleted

IP-CFG-BV-02

IUT configures link-local and global IPv6.
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IEEE 1609.4 Multi-Channel Operations Test Cases

Passing all Table Test Cases is mandatory for RSU compliance to TS10-2019. Test Cases are
documented in the OmniAir Certification Operating Council Test Specifications COC_TestSpecs. <DM:
Note, | have requested written approval from OmniAir to referenced their Test Cases>

Table 28: IEEE 1609.4 Multi-Channel Operations Test Cases

Test Case Number

Test Case Description

RXT-MDE-BV-01

IUT acknowledges WSMs in continuous mode

RXT-MDE-BV-02

IUT acknowledges WSMs in alternating mode

TXT-MDE-BV-01

IUT transmits WSMs continuous mode on a selected CH

TXT-MDE-BV-02

IUT transmits WSMs in alternating mode on CH1 & CH2

4.2.6

RSU Requirements Specification v4.1a Test Cases

Passing all Table Test Cases is mandatory for RSU compliance to TS10-2019. Test Cases are
documented in the OmniAir Certification Operating Council Test Specifications COC_TestSpecs.

Table 29: RSU Requirements Specfication v4.1a Test Cases

Test Case Number

Test Case Description

RSU-SNMP-OPR-BV-01

Authorized user can perform SNMPv3 MIB walk and MIB changes are
retained after power cycled.

RSU-SNMP-FUN-BV-01

RSE forwards WSMs received on any DSRC interface

RSU-SNMP FUN-BV-02

RSE sends GPGGA NMEA String to a specified UDP port

RSU-SNMP-POS-BV-01

RSE notifies a remote host via SNMPV3 if its GPS position deviates from
the stored reference

RSU-SNMP-SAR-BV-01

RSE allows authorized users to add/remove Messages from the Active
Message directory

RSU-SNMP-NOT-BV-01

RSE notifies a remote host via SNMPv3 of its current NMEA GPGGA string

RSU-SNMP-NOT-BV-02

Multiple users can access RSU with different valid SNMPv3 credentials

RSU-SNMP-NOT-BV-03

RSU sends noatification if a time source input has been lost for a
configurable period

RSU-MSG-BV-01

RSU transmits MAP messages according to the specified Time instructions

RSU-MSG-BV-02

RSU changes transmit parameters when Store & Repeat Message (SRM)
proxy configuration altered

RSU-MSG-BV-03

Delay to convert inbound UDP frames to outbound SPAT messages not
exceeding 50 ms

RSU-MSG-BV-04

RSE changes transmit parameters when Immediate Forward Message
(IFM) proxy configuration altered

RSU-16094-MCTXRX-
BV-01

RSE supports Continuous & Alternating Mode radio operations
simultaneously

RSU-1609-4-TXT-BV-01

RSE shall send messages either on CH178 Timslotl or on any of 10 MHz
or 20 MHz channels.

RSU-1609-4-RXT-TXT-
BV-01

RSE in Alternating Mode shall be switching to Service Channel.

RSU-POS-FUN-BV-01

Verify RSE uses its built-in positioning system

RSU-POS-FUN-BV-02

Verify RSE system clock conforms to the UTC timing

RSU-POS-FUN-BV-03

Verify RSE system clock is based off timing information from internal GPS

RSU-WSA-V2|-BV-01

Verify RSE transmits WSA with security profile

RSU-WSA-FUN-BV-01

Verify RSE transmits WSA with SCH Services from WSA MIB

RSU-WSA-FUN-BV-02

Verify RSE transmits WSA with SCH Services based on SRM in MIB

RSU-WSA-FUN-BV-03

Verify RSE transmits WSA with SCH Services based on IFM in MIB
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4.2.7 Environmental Test Cases
Passing all Table Test Cases is mandatory for RSU compliance to TS10-2019. Test Cases are
documented according to the Reference column.
Table 30: Environmental Test Cases
Test Case Number Test Case Description Reference
ENV-001 Ambient Temperature NEMA TS2-
ENV-002 Storage Temperature NEMA TS2-
ENV-003 Humidity NEMA TS2-
ENV-004 Rain MIL-STD 810G, 506.5
ENV-005 Sinusoidal Vibration IEC60068.2.6
ENV-006 Common Carrier MIL-STD 810G, 514.6C-1
ENV-007 Random Vibration EN 60068-2-64:2008
ENV-008 Functional Shock MIL-STD-810G, 516.6
ENV-009 Operating Voltage & Functional Test
4.2.8 Interface Triples Test Cases

Passing all Table Test Cases is mandatory for RSU compliance to TS10-2019. Test Cases incorporate
standardized messages of the “Standards” column of Table organized into dialogs of 2.5.3. Each Test
Case Number consists of a Test Procedure that:

e Transmits the standardized message Flow 1 through Flow 12 with standard content documented
in 2.5.3.1 through 2.5.3.12 respectively, from the Source to Destination shown in Table .

e Pass: Data received at Destination matches the respective flow of 2.5.3.1 through 2.5.3.12.

e Unexpected: Data received at Destination does not match the respective flow of of 2.5.3.1
through 2.5.3.12. Unexpected does not mean that the Test Case failed, but requires further
investigation.

e Fail: Investigation of the unexpected result is caused by the RSU under test.

Table 31: Interface Triples Test Cases

Test Case Number Flow Source | Destination Flow Standard
RSU-INT-F1 F1 TSC RSU TSCBM NTCIP 1202 v3
RSU-INT-F2 F2 RSU OBU MAP SAE J2735 2016
RSU-INT-F3 F3 RSU OBU SPaT SAE J2735 2016
RSU-INT-F4 F4 RSU OBU TIM SAE J2735 2016

SAE J2540-2 2009

RSU-INT-F5 F5 RSU OBU PSM SAE J2735 2016
RSU-INT-F6 F6 OBU RSU BSM SAE J2735 2016
RSU-INT-F7 F7 OBU RSU SRM SAE J2735 2016
RSU-INT-F8 F8 RSU TSC SET NTCIP 1202 v3
RSU-INT-F9 F9 RSU OBU SSM SAE J2735 2016
RSU-INT-F10 F10 TSC RSU GET NTCIP 1202 v3
RSU-INT-F11 F11 RSU TMC Unpublished NTCIP 1218
RSU-INT-F12 F12 TMC RSU Unpublished NTCIP 1218
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429 C V2X Test Cases

Type of Cases Type of Cases

Name: Test Case Description
C-Vv2X OBU C-V2X RSU

3GPP Test Specifications (Ref. 3GPP 36.521-1 RF Conformance testing)

Transmitter Characteristics

Place holder Place holder Required Required

Receiver Characteristics

Place holder Place holder Required Required

V2X Side-link Communication Applicability

Place holder Place holder Required Required

IEEE 1609.2 Security Services

Required, Conditional,

Place holder Place holder Required, Informational .
Informational

IEEE 1609.3 Network Services

Place holder Place holder Required Required

SAE J2735 Message Decoding (Ref. J2735 & J3161/1 & IEEE 1609.3)

Required, Conditional, Required, Conditional,

Place holder Place holder . .
Informational Informational

SAE J2735 & J2945/1 - J3161 V2V Minimum Performance

Place holder Place holder Required, Informational Required, Informational

SAE J2945/1 - J3161 V2V Minimum Performance - BSM Checklist Driving Test

Place holder Place holder Required NA

RSU 4.1a Requirements

Place holder Place holder Informational Required

C-V2X conformance test cases and certification process should be done in accordance with OmniAir test
specifications.

C-V2X related specifications by OmniAir are being developed in conjunction to J3161/1 standard
publication.

Note: C-V2X OmniAir specification is targeting to keep the same naming convention, if appropriate. The
table above represents a “place holder” for C-V2X OmniAir specification Test Cases until C-V2X
conformance assessment/certification suite gets fully defined and published by OmniAir”.

NEMA TS 10 will request written approval from OmniAir in order to reference the details of their C-V2X
Test Cases and Certification details.
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Section 5 Design Elements

This section describes the minimum mandatory elements of the RSU hardware and software design

necessary to meet the TS10-2019 Requirements.

e From the viewpoint of an RSU manufacturer, each element shall be included in the RSU design and
verified for certification as compliant to TS10-2019.

e From the viewpoint of the RSU end user, all design elements are presumed to be included in TS10-
2019 certified RSUs without additional procurement specifications.

All hardware, application software and software services are identical for all RSU versions, with a
selection of either DSRC or C-V2X for transport of messages over the air. RSUs are designed in four
layers as follows:
e Software Application Layer design elements are mandatory on all RSU versions
e Software Stack Layer consists of three sets of Design Elements

Common:

DSRC Radio:
C-V2X Radio:

Software services mandatory on all RSU versions
Software elements mandatory for DSRC radio subsystem, not C-V2X
Software elements mandatory for C-V2X radio subsystem, not DSRC

e Operating System: Software elements mandatory for all RSU versions
e Hardware:

Hardware elements mandatory for all RSU versions

5.1 Software Application Layer
Table 32: Software Application Design Element
# Flow # Mandatory Flow Design Element
DAl | Flow1 TSCBM
DA2 | Flow 2 MAP
DA3 | Flow 3 SPaT
DA4 | Flow 4 TIM
DA5 | Flow5 PSM
DA6 | Flow 6 BSM
DA7 | Flow 7 SRM
DA8 | Flow 8 SET Priority
DA9 | Flow 9 SSM
DA10 | Flow 10 GET Priority
DA12 | Flow 11 Deliver data to RSU
DA13 | Flow 12 Retrieve data from RSU
5.2 Software Stack Layer
52.1 Common Design Elements
Table 33: Common Software Stack Design Elements
# USDOT Mandatory Design Element
DS1 361-v001 | Configure multiple RSU to function as a single functional unit
DS2 437-v002 | Forward messages received on any DSRC interface, containing a specified PSID,
to a specified network host, as configured in SNMP MIB OID 1.0.15628.4.1.7.
DS3 438-v002 | Send the GPGGA NMEA String to a specified UDP port at a specified rate, upon

acquisition of 3 or more Satellites, as configured in SNMPv3 MIB OID
1.0.15628.4.1.8, which contains the following data:

-port (default is 5115)

-sample rate (default is once a second, with a valid range of 1-18000 seconds, in
increments of 1 second)
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DS4 513-v002 | Maintain a system clock based on timing information from a local positioning
system

DS5 514-v001 | Conform to the Universal Time, Coordinated (UTC) standard.

DS6 510-v001 | Utilize a local subsystem to determine its position on the surface of the earth
using a default sample rate of 1 Hz

DS7 511-v001 | Write a CRITICAL entry to the System Log if it is not able to acquire a minimum of
3 Satellites within 20 seconds after entering the "Operate" state

DS8 512-v002 | Utilize WAAS corrections, when available

DS9 500-v001 | Log system events to a standard operating system System Log (Syslog) File

DS10 | 501-v001 | The Priority Level of events that are recorded in the roadside unit System Log file
SHALL consist of all priorities available for the operating system

DS11 | 503-v001 | Write an entry in the System Log file for INFO events and above, by default

DS12 | 502-v001 | Priority Level of events that are recorded in the roadside unit System Log file
SHALL be configurable by authorized operators

DS13 | 504-v001 | Close open System Log files every Sunday between 23:54 and 23:59 UTC

DS14 | 505-v001 | Open a new System Log file every Monday between 00:00 and 00:05 UTC

DS15 | 506-v001 | Every Monday between 00:10 and 00:20 UTC, the roadside unit SHALL delete
system log files that were closed more than 4 weeks in the past

DS16 | 559-v001 | Allow authorized operators to view System Log Files stored in the System Log
File directory on the device through an Ethernet interface

DS17 | 450-v001 | Write a WARNING entry to the System Log File when a non-DSRC or non-CV2X
network host connection changes state. The entry will contain the following data:
-Date and Time

-interface

-new state (connected, not connected)

DS18 | 516-v001 | Ability to log all transmitted and received packets across all enabled
communication interfaces, while in the "Operate" State.

DS19 | 542-v002 | All Interface Log File configurations contained in SNMPv3 MIB OID
1.0.15628.4.1.9 SHALL have the following default values:
-generate=off

-Max file size=20MB

-Max collection time=24 hr

DS20 | 539-v002 | An Interface Log File SHALL be generated for a roadside unit communication
interface within 5 seconds after the SNMPv3 MIB OID 1.0.15628.4.1.9 for that
interface is set to "on".

DS21 | 560-v001 | An Interface Log File SHALL stop being generated for a roadside unit
communication interface within 5 seconds after the SNMPv3 MIB OID
1.0.15628.4.1.9 for that interface is set to "off".

DS22 | 518-v002 | A separate and independent Interface log file SHALL be generated for each
roadside unit communication interface when the SNMPv3 MIB OIB
1.0.15628.4.1.9 for that interface is set to "on".

DS23 | 541-v002 | Each Interface Log File SHALL be generated in the industry standard packet
capture (pcap) format and contain the following data:

-Date and Time (in UTC, when the packet was logged)

-packet (complete transmitted or received packet)

-RSSI (for Packets Received over)

-TxPower (for Packets Transmitted)

DS24 | 521-v002 | Close an active Interface Log File within 5 seconds after the configured "Max file
size" in SNMPv3 MIB OID 1.0.15628.4.1.9 is reached.

DS25 | 522-v001 | Close all active Interface Log Files when transitioning to "standby" state.

DS26 | 543-v002 | Close an active Interface Log File within 5 seconds after the configured "Max
collection time" in SNMPv3 MIB OID 1.0.15628.4.1.9 is reached.

DS27 | 523-v002 | Generate a new Interface Log File within 15 seconds after closing a previously
active Interface Log File when the configured "Max file size" in SNMPv3 MIB OID
1.0.15628.4.1.9 is reached.
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DS28

524-v002

Interface Log File SHALL be named according to the following convention:
-RSU ID (MIB OID)

-Interface ID (MIB OID)

-date and time (UTC data an time when the file was created

DS29

527-v002

Allow authorized operators to view Interface Log Files stored in the Interface Log
File directory on the device through an Ethernet interface.

DS30

468-v001

Begin broadcasting the payload of an Active Message text file over a DSRC or C-
V2X interface, based on the broadcast instructions contained in the Active
Message text file, on or after the start time specified in the broadcast instructions
of the Active Message text file for each Active Message text file stored on the unit.

DS31

470-v001

Stop broadcasting the payload of an Active Message text file as a DSRC or a C-
V2X message at end time specified in the broadcast instructions of the Active
Message text file for each Active Message text file stored on the unit.

DS32

452-v002

Store at least 100 Active Message text files in an Active Message directory.

DS33

453-v001

Allow authorized users to copy\move Active Message text files from a network
host to the Active Message directory on the device through an Ethernet Interface.

DS34

454-v001

Allow authorized users to copy\move Active Message text files from the Active
Message directory to a network host through an Ethernet Interface

DS35

455-v001

Allow an authorized user to view the contents of an Active Message text file in the
Active Message directory.

DS36

457-v001

Allow an authorized user to modify an Active Message text file in the Active
Message directory through an Ethernet interface.

DS37

459-v001

Write an INFO entry to the System Log File for each authorized access to an
Active Message text file containing the following data:

-Date and Time

-File Name (name of the Active Message text file as stored in the Active Message
directory)

-Successful operation (installation, removal, or modification)

-user ID

DS38

469-v001

Store & Repeat Active Message Failed Access Log Entry: The roadside unit
SHALL write a WARNING entry to the System Log File for each failed access
attempt to an Active Message text file containing the following data:

-Date and Time

-File Name (name of the Active Message text file as stored in the Active Message
directory)

-Failed operation (install, remove, modify) -user ID

Test: Functional test

DS39

462-v001

Write a NOTICE entry to the System Log File when an Active Message changes
broadcast status resulting from a user initiated device shut down, device boot up,
message start time or message end time. Each entry will contain the following
data:

-Date and Time

-File Name (name of the Active Message text file as stored in the Active Message
directory)

-Broadcast Status (Start\Stop)

DS40

554-v001

Receive messages for Immediate Forward from network hosts on default UDP
port 1516

DS41

471-v002

Broadcast each message payload received from a network host over the RSU
interface within 10ms of receipt and according to the broadcast instructions
contained in the message header.

DS42

344-v001

Protected by a password that is compliant with local security policies

DS43

467-v001

Support multiple SNMPv3 users each with an individual password

DS44

347-v001

Configuration files SHALL be hashed to easily identify unauthorized modifications

DS45

348-v001

Restrict remote network access based on an IP Address Access Control List
(ACL)
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DS46 | 350-v001 | Local file system SHALL be encrypted

DS47 | 351-v001 | Ethernet interface SHALL be protected by a configurable firewall

DS48 | 440-vl Web Based Access: Web-Based access to the roadside unit SHALL only be
through Hypertext Transfer Protocol Secure (HTTPS)

DS49 | 442-v002 | Synchronize system clock to a Network Time Protocol (NTP) Service in the event
that it loses GPS fix.

DS50 | 355-v001 | Authenticate messages received from the NTP service

DS51 | 356-v001 | Accessible through network protocol Secure Shell version 2

DS52 | 357-v001 | Disable or remove Telnet functionality

DS53 | 496-v001 | Update all configuration parameters no more than 15 seconds after an authorized
user issues an "updateconf' command

DS54 | 497-v001 | Update all configuration parameters no more than 15 seconds after an authorized
user makes changes to any of the writeable SNMPv3 MIB Objects

DS55 | 475-v002 | Transition from the "Initial" State to the "Standby State" upon power on.

DS56 | 476-v001 | Transition from the "Operate" State to the "Standby" State no more than 5
seconds after an authorized user issues a "standby" command.

DS57 | 478-v002 | Transition from the "No Power" State to the "Operate" no more than 120 seconds
after the return of power.

DS58 | 479-v001 | Transition from the "Standby" State to the "Operate" state no more than 10
seconds after an authorized user issues a "run" command

DS59 | 480-v002 | Transition from its current State to the "No Power" State upon loss of power or
user initiated shut down without corrupting or damaging the file system or files
contained on the unit.

DS60 | 568-v001 | "Factory Reset" mechanism (command, button, etc.) that, when initiated, will
remove all configuration parameters and operator installed files, returning the
device to its original Factory Settings and Initial State

DS61 | 482-v001 | Operate with full functionality while connected to an operations center.

DS62 | 484-v001 | Operate with full functionality while not connected to an operations center, until
the device’s security credentials expire.

DS63 | 435-v001 | Configuration, Management, and Status information SHALL be provided through
SNMPv3. The RSU Management Information Base (MIB)

DS64 | 487-v001 | Operate based on parameters contained in the SNMPv3 MIB stored on the device

DS65 | 489-v001 | Default values for each configuration parameter in the SNMPv3 MIB.

DS66 | 498-v001 | The value of each SNMPv3 MIB Object SHALL be restricted to a valid range in
which the roadside unit will operate.

DS67 | 490-v001 | Allow an authorized user to perform a MIB walk on the SNMPv3 MIB to produce a
complete list of all supported MIBs and OIDs and the current setting for each
Object.

DS68 | 491-v001 | Allow an authorized user to modify the value of any writeable SNMPv3 MIB
Object

DS69 | 492-v001 | Write an INFO entry to the System Status Log File if the value of a writable
SNMPv3 MIB Object is modified to an out of range value.

Guidance:

The log entry will contain the following data elements:
» Date and Time

« file name (name of the MIB file)

* "MIB Object Value Out-of-Range"

* OID (of the Object whose value is out of range)

* user ID

DS70 | 499-v001 | Retain the current value for a writable SNMPv3 MIB Object that is modified to an
out of range value

DS71 | 493-v001 | Allow authorized users to copy\move a SNMPv3 MIB from a network host to the

SMNPv3 MIB directory on the device through an Ethernet Interface
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DS72 | 494-v001 | Allow authorized users to copy the SNMPv3 MIB from the SNMPv3 MIB directory
to a network host through an Ethernet Interface

DS73 | 495-v001 | Write a CRITICAL entry in the System Status log file if a SNMPv3 MIB that
contains out of range values for a writable Object is copied\moved into the
SNMPv3 MIB directory.

Guidance:

The log entry will contain the following data elements:
« Date and Time

« file name (name of the MIB file)

« "MIB Object Value Out-of-Range"

« OID (of the Object whose value is out of range)

* user ID

DS74 | 364-v002 | At installation locations that require multiple RSUs, a single RSU in the set
SHALL be designated as the Ethernet interface between other RSUs and the
backhaul communication

DS75 | 327-v001 | Support multiple, independent IPv4 and IPv6 networks.

DS76 | 388-v001 | Conform to IEEE P1609.2, with modifications defined in the USDOT’s Security
Credential Management System Design

DS77 | 389-v001 | Conform to IEEE P1609.2, with modifications defined in the USDOT’s Security
Credential Management System Design

DS78 | 390-v001 | Store a minimum of five hundred (500) 1609.2 certificates.

DS79 | 392-v001 | Support time-limited 1609.2 certificates, with a start and end time.

DS80 | 393-v001 | Delete expired 1609.2 certificates no more than 24 hours after their expiration.

DS81 | 394-v001 | Ability to manually delete 1609.2 certificates stored on the RSU.

DS82 | 395-v001 | An Authorized user SHALL have the ability to manually instal\load 1609.2
certificates on the RSU.

DS83 | 396-v002 | Automatically request new 1609.2 certificates based on the expiration date of the
current certificate.

DS84 | 397-v002 | Configurable threshold to determine when to request new 1609.2 certificates with
a default value of 30 days prior to the expiration of the current certificate stored on
the unit.

DS85 | 398-v002 | Accept and process responses to 1609.2 certificate requests from the requested
Security Credential Management System.

DS86 | 399-v001 | Support 256 bit keys sent by the CA as defined in IEEE P1609.2.

DS87 | 400-v002 | Accept and process 1609.2 CRLs from an authorized Security Credential
Management System

DS88 | 401-v001 | Digitally sign each transmitted WAVE Short Messages (WSM) (including each
WAVE Service Advertisement (WSA)) using a 1609.2 certificate

DS89 | 402-v001 | Include an IEEE P1609.2 certificate or a certificate digest with each transmitted
WAVE Short Message (WSM).

DS90 | 403-v001 | Include an IEEE 1609.2 digital certificate with every "N" transmitted WAVE Short
Message (WSM), where "N" is configurable from 1 to 100, with a default value of
20.

DS91 | 410-v001 | Sign and\or encrypt data exchanged over non-DSRC IP or non-C-V2X
communications interfaces with IEEE 1609.2 certificates

DS92 | 412-v001 | Conform to IEEE 1609.3.

DS93 | 413-v001 | Process both transmitted and received IPv6 packets

DS94 | 414-v001 | Process (both transmit and receive) WAVE Short Message Protocol (WSMP)
messages.

DS95 | 415-v001 | Assign a configurable PSID value (default to the value specified for the
associated application area defined in IEEE 1609.12, Draft 0.5, or later) and a
configurable User Priority value (default to 2) to each data frame

DS96 | 416-v001 | The following WSMP header options SHALL be configured on the roadside unit:

e Data Rate
* Transmit Power Used
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| DS97 | 579-v001 | Store all digital certificates and keys in Hardware Security Module (HSM) |

5.2.2

Software Stack Design Elements for DSRC Radio Subsystem

Table 34: Software Stack Desigh Elements for DSRC Radio

USDOT

Mandatory Design Element

DS97

432-v002

Receive DSRC messages throughout a range of 1m to 300m, with a maximum
Packet Error Rate of 10.0%, in an open field under the following conditions:

* When receiving on an 802.11p Regulatory class 17 channel (even 10 MHz
Service Channel, numbers 172 through 184).

* When receiving Part 1 of the SAE J2735 defined Basic Safety Message (BSM)
» With a BSM transmit rate of 10 Hz

« With a Data Rate of 6 Mbps

« With an RSU antenna centerline height of 8 meters

* With a maximum BSM transmit EIRP

DS98

433-v001

Transmit DSRC messages throughout a range of 1m to 300m, with a maximum
Packet Error Rate of 10.0%, in an open field under the following conditions:

* When transmitting on an 802.11p Regulatory class 17 channel (even 10 MHz
Service Channel, numbers 172 through 184).

* When transmitting Wave Service Advertisements (WSA), as defined in IEEE
1609.3

» With a WSA Transmission Rate of 10 Hz

» With a Data Rate of 6 Mbps

DS99

367-v001

Comply with Federal Communications Commission (FCC) 47 Code of Federal
Regulations (CFR) Parts 0, 1, 2, 90, and 95 amendments for Dedicated Short
Range Communications (DSRC).

DS100

372-v001

Conform to IEEE Std. 802.11, as bounded by the general requirement to fully
support the IEEE 802.11p specification and the IEEE 1609.x protocol
specification set.

DS101

373-v001

Implement options defined in Clause 17 of IEEE 802.11, unless otherwise
indicated (including all data rates in 17.2.3.3).

DS102

374-v001

Implement the Orthogonal Frequency-Division Multiplexing (OFDM) physical
layer of the Open Systems Interconnection (OSI) model.

DS103

375-v001

Use the default values defined in IEEE 802.11 unless otherwise indicated
(including the coverage class in 17.3.8.6).

DS104

376-v001

Send 802.11 data frames using the Quality of Service (QoS) Data subtype.

DS105

377-v001

Configure an AIFS of a given access category with an integer value from 2 to X,
where the value of X is based on the chip set used — as defined by the vendor.

DS106

378-v001

The TXOP Limit of a given AC SHALL be capable of being set to 0

DS107

379-v001

The CWmin of a given AC SHALL take any value of the form (2°k)-1, fork = 1
through Y.

DS108

381-v001

Conform to IEEE 802.11p.

DS109

382-v001

Send MAC Protocol data units (MPDUSs) outside the context of a basic service set
(BSS), i.e. with Management Information Base (MIB) variable dot110OCBEnabled
is set to "true".

DS110

383-v001

Support Regulatory class 17 (even 10 MHz channels in the range 172 to 184).

DS111

384-v002

Support Regulatory class 18 (odd 20 MHz channels in the range 175 to 181).

DS112

385-v001

Configurable EDCA parameter with a default as defined in IEEE 802.11p.

DS113

386-v001

For each implemented modulation and coding combination, the roadside unit
SHALL indicate if the device supports the Optional Enhanced Receiver
Performance requirements (both for adjacent and non-adjacent rejection) defined
in IEEE 802.11p

DS114

570-v001

WAVE Service Advertisement (WSA) SHALL include DSRC Service Channel
(SCH) Services from WSA MIB OID 1.0.15628.4.1.14
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DS115

571-v001

WAVE Service Advertisement (WSA) SHALL include DSRC Service Channel
(SCH) Services based on the Store and Repeat messages contained in MIB OID
1.0.15628.4.1.4

DS116

572-v001

WAVE Service Advertisement (WSA) SHALL include DSRC Service Channel
(SCH) Services based on Immediate Forward messages received on non-DSRC
interfaces as listed in MIB OID 1.0.15628.4.1.5

DS117

573-v001

Store & Repeat and Immediate Forward messages broadcast on the DSRC
Control Channel (CCH), 178 SHALL NOT be included in the WAVE Service
Advertisement

DS118

419-v001

Each DSRC radio shall conform to IEEE 1609.4.

DS119

420-v001

Each DSRC radio in the roadside unit SHALL be configurable to operate either in
"Continuous" (operating continuously on a single Service Channel) or
"Alternating" (switched between the Control Channel and a Service Channel)
Mode, as shown in Figure 10 of IEEE 1609.4-2010.

DS120

360-v002

Support Continuous Mode and Alternating Mode radio operations simultaneously

DS121

421-v001

Each DSRC radio in the roadside unit SHALL be configurable to send messages
either on Channel 178 during the Control Channel (CCH) interval or on any of the
10 MHz or 20 MHz channels with no time interval restrictions.

DS122

422-v001

DSRC Radios in Continuous Mode SHALL be configurable for operation on any
10 MHz or 20 MHz channel (default Channel 172) with no time interval
restrictions.

DS123

423-v001

DSRC Radios in Alternating Mode SHALL broadcast WAVE Service
Advertisements and Control Channel WAVE Short Messages on Channel 178
during the Control Channel (CCH) interval

DS124

436-v001

Roadside unit DSRC Radios in Alternating Mode SHALL be configurable to
operate on any 10 MHz or 20 MHz channel during the Service Channel (SCH)
Interval.

DS125

424-v001

DSRC Radios in Alternating Mode SHALL switch to the configured Service
Channel every Service Channel interval with no time interval restrictions

DS126

425-v001

DSRC radios in Alternating Mode within the same RSU set SHALL operate on the
same (configurable) service channel.

DS127

429-v001

DSRC radios in Alternating Mode SHALL avoid the synchronized collision
phenomenon described in Annex B of IEEE 1609.4 when broadcasting messages
on during the Control Channel interval.

DS128

430-v001

Implement the readdressing option defined in IEEE 1609.4

DS129

367-v001

Comply with Federal Communications Commission (FCC) 47 Code of Federal
Regulations (CFR) Parts 0, 1, 2, 90, and 95 amendments for Dedicated Short
Range Communications (DSRC).

DS130

372-v001

Conform to IEEE Std. 802.11, as bounded by the general requirement to fully
support the IEEE 802.11p specification and the IEEE 1609.x protocol
specification set.

DS131

373-v001

Implement options defined in Clause 17 of IEEE 802.11, unless otherwise
indicated (including all data rates in 17.2.3.3).

DS132

Multiple RSUs send DSRC time-of-flight messages for vehicle location
triangulation in locations without GPS service

5.2.3

Software Stack Design Elements for C-V2X Radio Subsystem

Table 35: Software Stack Design Elements for C-V2X Radio

usboT

Mandatory Design Element

DS133

604- v002

Antenna Output Power: the roadside unit transmit output power SHOULD be
configurable

© Copyright 2019 by the National Electrical Manufacturers Association



Draft NEMA TS 10-201x
Page 56

DS134

432- v004

C-V2X Radio Receive Range: The roadside unit SHALL receive C-V2X
messages throughout a range of 1m to 300m in an open field under the following
conditions:

When receiving on the C-V2X channel under the conditions specified in J2945/1
and J3161/1.

DS135

433- v004

C-V2X Radio Transmission Range: The roadside unit SHALL transmit C-V2X
messages throughout a range of 1m to 300m in an open field under the following
conditions:

When transmitting on the C-V2X channel under the conditions specified in
J2945/1 and J3161/1

DS136

367- v001

FCC Regulation 47 CFR Compliance: The roadside unit SHALL comply with
Federal Communications Commission (FCC) Code of Federal Regulations Title
47 Parts 0, 1, 2, 15,

90, and 95 and modification.

DS137

570- v002

WAVE Service Advertisement (WSA) SHALL include C-V2X Service Channel
(SCH) Services from WSA MIB OID 1.0.15628.4.1.13

DS138

571-v001

WAVE Service Advertisement (WSA) SHALL include C-V2X Service Channel
(SCH) Services based on the Store and Repeat messages contained in MIB OID
1.0.15628.4.1.4

DS139

572-v001

WAVE Service Advertisement (WSA) SHALL include C-V2X Service Channel
(SCH) Services based on Immediate Forward messages received on non-
DSRCV2X interfaces as listed in MIB OID 1.0.15628.4.1.5

DS140

573-v002

Store & Repeat messages transmitted on the C-V2X Control Channel (CCH),
178 SHALL NOT be included in the WAVE Service Advertisement

DS141

574-v001

Immediate Forward messages transmitted on the C-V2X Control Channel
(CCH), 178 SHALL NOT be included in the WAVE Service Advertisement

DS142

Dual Mode - Dual Active RSU Unit - General Conformity & Radio Regulatory
Compliance:

The Dual Mode - Dual Active RSU Unit SHALL be compliant with Federal
Communications Commission CFR47 in The United States of America.

Compliance with requirements is required with all integrated radios active where
simultaneous transmissions is supported.

If integrated radios can transmit simultaneously, compliance with regulatory
requirements is required.

DS143

Product Management Requirements:

* FCC 47CFR Part 90 and Part 95 (ITS)

» *FCC Part 22/24/27 (WWAN Licensed transmitters)

* *FCC Part 15.247 and Subpart D (2.4/5GHz unlicensed operation)
» FCC Part 15B (Unintentional emissions)

* IEC/UL 62368 (Product Safety)

* WWAN operator certification if needed

*Applicable to non-ITS (V2X, DSRC) radios integrated in the RSU

Note: Other industry/operator certifications requirements may be applicable if a
certified WWAN/Wi-Fi module is not utilized
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5.3 Software Operating System Layer
Table 36 Software Operating System Design Elements
# USDOT Mandatory Design Element
DO1 | 343-v001 | Fully supported distribution operating system
5.4 Hardware Physical Layer
Table 37: Hardware Physical Layer Design Elements
# USDOT Mandatory Design Element

DH1 | 278-v001 | Operating voltage between 37 and 57 V DC, compliant with IEEE 802.3at.

DH2 | 312-v001 | Operational temperature range of -34 degrees C to +74 degrees C.

DH3 | 314-v001 | Storage temperature range of -45 degrees C to +85 degrees C

DH4 | 315-v001 | Continuous operation under a relative humidity of 95% non-condensing over the
temperature range of +4.4 degrees C to +43.3 degrees C.

DH5 | 316-v001 | Withstand rainfall rate of 1.7 mm/min (4in/hour), wind speed of 18 m/sec (40 mph)
and 30 minutes on each surface of the device as called out in MIL-STD-810 G
method 506.5 Procedure 1.

DH6 | 317-v001 | Withstand salt fog with 5% saline exposure for 2 cycles x 48 hours (24 hours
wet/24 hours dry) as called out in MIL-STD-810 G method 509.5

DH7 | 318-v001 | Withstand winds up to 150 miles per hour per AASHTO Special Wind Regions
Specification.B19

DH8 | 319-v001 | Withstand shock and vibration per MIL-STD-810G.

DH9 | 320-v001 | Environmental testing conducted in accordance with the procedures specified in
IEC-60068 and IEC-60721

DH10 | 439-v001 | Packaging and shipping in accordance with MIL-STD-810G, Test Method 514.6,
Procedure |, Category 4. (Heavy truck profile)

DH11 | 321-v001 | Immune to radio frequency (RF)/Electromagnetic Interference (EMI) per SAE
J1113

DH12 | 322-v001 | Withstand electrostatic discharges from the air up to +/-15kiloVolts (kV) and
electrostatic discharges on contact up to +/-8 kiloVolts (kV), in compliance with
IEC EN61000-4-2.

DH13 | 324-v001 | Weight excluding antennas, mounting hardware and Power-over-Ethernet (PoE)
Power Injector, SHALL NOT exceed fifteen (15) pounds

DH14 | 325-v001 | Housed in a corrosion-resistant enclosure compliant with NEMA4X (IP66) rating.

DH15 | 328-v001 | Power-over-Ethernet (PoE) connector compliant with the Outdoor IP66 rating.

DH16 | 329-v001 | Installation on a shelf, wall, or pole (horizontal or vertical).

DH17 | 331-v001 | LED power indicator: Off = no power, Solid Green = powered on

DH18 | 567-v001 | Federal Information Processing Standard (FIPS) 140-2 Level 2 Physical Security

DH19 | 340-v001 | Operational for an average of 100,000 hours calculated per MIL-HDBK-217

DH20 | 341-v002 | Operational availability of 99.9% excluding scheduled maintenance

DH21 | 363-v001 | Integrated GPS receiver

DH22 | 326-v001 | Include a 1x10/100 Base-T Ethernet (RJ45) port that supports 48V DC and is
compliant with 802.3at Power-over-Ethernet (PoE), including IPv4 and IPv6.

DH23 | 441-v001 | WiFi 802.11 a/b/g/in WLAN

DH24 | 441-v001 | Bluetooth Personal Area Network (PAN) 4.0

DH25 | 441-v001 | Cellular 4G with SIM card

DH26 | 579-v001 | FIPS 140-2 Level 3 compliant Hardware Security Module (HSM)
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APPENDIX A
CV2X Experimental Licensing User Guide
Contents
1 Purpose
2 Prerequisites for a C-V2X Experimental Filing

2.1 License Types

2.2 Experiment Description

2.4 Experimental License Filing Prerequisites

2.4 Determination of License Owners/Users in Region

2.5 Application Information required for Experimental License Application or STA

Application Filing Procedure Summary

Post Grant Options

4.1 Experimental License Renewals and STA Modifications
4.2 Experimental License Modifications
Tables

Table 1-1 Definition of Terms
Table 2-1 General Experimental License Application Requirements
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1. Purpose

Experimental licenses are required prior to transmission by some equipment before device utilization
under certain circumstances defined in 47 CFR 82 and 47 CFR 85 for the United States.

This document summarizes the process to obtain both an experimental license from the Federal

Communication Commission (FCC) for a C-V2X device and the radio frequency (RF) usage information
that should be known prior to operating an experimental transmitter.

Table 1-1 Definition of Terms

STA Special Temporary Authorization
RF Radio Frequency

EIRP Effective Isotropic Radiated Power
ERP Effective Radiated Power

FRN FCC Registration Number

BTS Base Transceiver Station
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2. Prerequisites for a C-V2X Experimental Filing
The general process flow for a C-V2X experimental license is as follows:

1. Specify the location(s) if not requesting the entire United States.

2. Determine experimental license type.

3. Generate an experiment description document that describes the request and captures technical
parameters.

4. File an experimental application.

5. Prior to transmission, identify local licenses to determine frequencies to avoid and also verify the
spectrum is vacant prior to transmission.

6. Address any experimental license usage conditions defined in the experimental license grant.

2.1 License Types

Experimental licenses are authorized by the Office of Engineering and Technology (OET) at the FCC
using the online portable at: http://www.fcc.gov/oet/

There are two types of licenses types that can be applied for:
e An Experimental License is a long-term license.
e A Special Temporary Authorization (STA) is a short-term experimental license that is easier to
obtain and limited to 6 months of operation.
2.2 Experiment Description
The experiment description is a document that establishes the credibility of the applicant, defines the
purpose of the experiment, and specifies relevant technical criteria for the FCC, other agencies, and

potential interference recipients to review.

The document should provide adequate information for the reader to understand the technology,
experiment constraints, and transmission characteristics.

An example of a C-V2X experimental description is posted under experimental license file # 0014-EX-
CM-2018 as an attached exhibit at:

https://apps.fcc.gov/oetcf/els/reports/GetApplicationinfo.cfm?id_file_num=0014-EX-CM-2018
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2.3 Experimental License Filing Prerequisites

The applicant must have an FCC Registration Number (FRN) and pay a filing fee ($70 in 2019).

An FRN number is required for billing purposes and should be retained for future transactions with the
FCC. Request an FRN at: https://www.fcc.gov/wireless/support/universal-licensing-system-uls-
resources/getting-fcc-registration-number-frn

2.4 Determination of License Owners/Users in Region

Prior to experimental transmission, the applicant must verify that the targeted spectrum is vacant and
available. In cases where licensed spectrum is occupied, consent from the license owner may be required

and the FCC may require evidence of this coordination.

Search for licenses in the ITS frequency band on the FCC ULS database at:
https://wireless2.fcc.gov/UIsApp/UlsSearch/searchLicense.jsp

This website may be searched for the radio service “1Q-Intelligent Transportation Service (Public Safety)”
and refined by frequency or location as shown in Figure 2-1.
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(GEOSEARCH ) ( SEARCH |

;

*Please be aware that some combinations of
search criteria may result in a longer wait.

Exact Matches Only

Exclude Leases

¥ Call Sign & Radio Services
Call Sign [

Service Group | Al v
Match all radio services within this group

* Match only the following radio service(s):

|r;K— Industrial’Business Pool - Commercial, Conventional
|LD - Local Multipeint Distribution Service
iLN - 802-928 MHz Location Marrowhand (Mon-multilateration)

UP - Broadrast Auviliang |ow Prger

s

-

¥ Licensee
MName
FRN
City™
State” | Al v
ZIP Code™ |
T: Matches licensee mailing address, not transmit locations.
» License Detail
< Al Active Expired
Status
Canceled || Terminated Termination Pending
—— | All Regular STA
Authorization Type
Developmental Dremonstration

! Date Information
Date Type | Selecta date type ¥
Z'Sel_ect a fixed date range v
Date From | to[1211312019
{Date Format: MM/DD/YYYY)
» Frequencies
@ All Frequencies

Frraneniy Exact [ MHz
Range| [ MHz to | | MHz
» Customize Your Results
Results Display [10 v | matches per page sorted bv;CaII S'ign v | in|ascending v | order
| Exact Matches Only
Exclude Leases
(RESET ) (GEOSEARCH ) ( SEARCH |

*Please be aware that some combinations of
search criteria may result in a longer wait.

Figure 2-1 Advance License Search website

The OET maintains a database of all experimental licenses authorized in a geographic area that can also
be searched at: https://apps.fcc.gov/oetcf/els/reports/CallsignSearch.cfm
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2.5 Application Information required for Experimental License Application or STA

Table 2-1 lists parameters that must be filled out as part of a station location in the online experimental
license application. Parameters have been provided for an example C-V2X experimental license covering
the United States.

Table 2-1 General Experimental License Application Requirements

All Experimental License forms
1 Radio frequencies required for fixed and mobile units 5850-5925 MHz
2 Conducted Power Leave blank
3 Antenna Gain Leave Blank
4 (ERP)/(EIRP) of fixed (BTS) and mobile units 1.21 W ERP mean
5 Any antenna pattern information if not isotropic
6 Fixed antenna locations (lat./long.) United States (leave lat./long.
blank)

7 Operational radius Blank
8 Fixed antenna heights Blank
9 Emission bandwidth 20 MHz
10 Emission designator W7W
11 Dates experimental license is required Either range or duration
12 Manufacturer of equipment
13 Quantity of equipment to be used

STA Specific Questions
1 Explain why an STA is necessary
2 Explain the purpose of operation
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Alliance for Telecommunications Industry Solutions (ATIS)Standards
that Apply to V2X:

Standards title

Reference number

<Core network and UE protocol>

Service requirements for V2X service

ATIS.3GPP.TS 22.185V1430

<Core network and UE protocol>

Numbering, addressing and identification

ATIS.3GPP.TS 23.003V1460

Restoration procedures.

ATIS.3GPP.TS 23.007V1440

Organization of subscriber data

ATIS.3GPP.TS 23.008V1440

Non-Access-Stratum (NAS) functions related to Mobile Station
(MS) in idle mode

ATIS.3GPP.TS 23.122V1440

Policy and charging control architecture

ATIS.3GPP.TS 23.203V1450

Architecture enhancements for V2X service

ATIS.3GPP.TS 23.285V1450

Proximity-based services (ProSe); Stage 2

ATIS.3GPP.TS 23.303V1410

Non-Access-Stratum (NAS) protocol for Evolved Packet
System (EPS); Stage 3

ATIS.3GPP.TS 24.301V1460

Proximity-services (ProSe) User Equipment (UE) to Proximity-
services (ProSe) Function Protocol aspects; Stage 3

ATIS.3GPP.TS 24.334V1400

V2X services Management Object (MO)

ATIS.3GPP.TS 24.385V1430

User Equipment (UE) to V2X control function; protocol
aspects; Stage 3

ATIS.3GPP.TS 24.386V1430

Representational state transfer over xXMB reference point
between content provider and BM-SC

ATIS.3GPP.TS 29.116V1430

Policy and Charging Control (PCC); Reference points

ATIS.3GPP.TS 29.212V1460

Evolved Packet System (EPS); Mobility Management Entity
(MME) and Serving GPRS Support Node (SGSN) related
interfaces based on Diameter protocol

ATIS.3GPP.TS 29.272V1460

V2X Control Function to Home Subscriber Server (HSS)
aspects (V4); Stage 3

ATIS.3GPP.TS 29.388v1410

Inter-V2X Control Function Signalling aspects (V6); Stage 3

ATIS.3GPP.TS 29.389V1410

Group Communication System Enablers for LTE
(GCSE_LTE); MB2 reference point; Stage 3

ATIS.3GPP.TS 29.468V1430

Characteristics of the Universal Subscriber Identity Module
(USIM) application

ATIS.3GPP.TS 31.102V1440

<Security>

Security aspect for LTE support of V2X services

ATIS.3GPP.TS 33.185V1410

<Device performance requirements>

Evolved Universal Terrestrial Radio Access (E-UTRA); User
Equipment (UE) radio transmission and reception

ATIS.3GPP.TS 36.101V1460

Evolved Universal Terrestrial Radio Access (E-UTRA);
Requirements for support of radio resource management

ATIS.3GPP.TS 36.133V1460
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Evolved Universal Terrestrial Radio Access (E-UTRA);
Physical channels and modulation

ATIS.3GPP.TS 36.211V1450

Evolved Universal Terrestrial Radio Access (E-UTRA);
Multiplexing and channel coding

ATIS.3GPP.TS 36.212V1451

Evolved Universal Terrestrial Radio Access (E-UTRA);
Physical layer procedures

ATIS.3GPP.TS 36.213V1450

Evolved Universal Terrestrial Radio Access (E-UTRA);
Physical layer, Measurements

ATIS.3GPP.TS 36.214V1440

<Medium access and radio resource management
protocols>

Evolved Universal Terrestrial Radio Access (E-UTRA) and
Evolved Universal Terrestrial Radio Access Network (E-
UTRAN); Overall description; Stage 2

ATIS.3GPP.TS 36.300V1450

Evolved Universal Terrestrial Radio Access (E-UTRA);
Services provided by the physical layer

ATIS.3GPP.TS 36.302V1440

Evolved Universal Terrestrial Radio Access (E-UTRA); User
Equipment (UE) procedures in idle mode

ATIS.3GPP.TS 36.304V1450

Evolved Universal Terrestrial Radio Access (E-UTRA); User
Equipment (UE) radio access capabilities

ATIS.3GPP.TS 36.306V1450

Evolved Universal Terrestrial Radio Access (E-UTRA);
Medium Access Control (MAC) protocol specification

ATIS.3GPP.TS 36.321V1400

Evolved Universal Terrestrial Radio Access (E-UTRA); Radio
Link Control (RLC) protocol specification

ATIS.3GPP.TS 36.322V1450

Evolved Universal Terrestrial Radio Access (E-UTRA); Packet
Data Convergence Protocol (PDCP) specification

ATIS.3GPP.TS 36.323V1410

Evolved Universal Terrestrial Radio Access (E-UTRA); Radio
Resource Control (RRC); Protocol specification

ATIS.3GPP.TS 36.331V1451

<Radio access network aspects>

Evolved Universal Terrestrial Radio Access Network (E-
UTRAN); M2 Application Protocol (M2AP)

ATIS.3GPP.TS 36.443V1401

Evolved Universal Terrestrial Radio Access Network (E-
UTRAN); S1 Application Protocol (S1AP)

ATIS.3GPP.TS 36.413V1441

Evolved Universal Terrestrial Radio Access Network (E-
UTRAN); X2 application protocol (X2AP)

ATIS.3GPP.TS 36.423V1450

Reference to SAE J3161:

This Standard (work in progress) specifies the system requirements for an on-board vehicle-to-vehicle
(V2V) safety communications system for light vehicles, including standards profiles, functional
requirements, and performance requirements. The system is capable of transmitting and receiving the
SAE J2735-defined Basic Safety Message (BSM) over a PC5 V2X wireless communications link as

defined in 3GPP Release 14.
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