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1 Call to Order and Introduction 
The meeting was called to order and Deborah Curtis provided an introduction to the 
project. 

2 Review of NEMA Meeting Guidelines 
Nicola Tavares presented the ITE anti-trust guidance. 

3 Roll Call/Quorum 
A roll call was conducted of the members last appearing on the list for the NTCIP BSP2 
WG. Only 6 voting members were present, and it was pointed out that some of the 
voting members have switched employers and there was some ambiguity as to who 
should be counted as a voting member. It was determined that the discussion could 
continue so that direction could be provided to the document editor but that no formal 
decisions could be made. If any formal decisions were needed, they could be conducted 
by email after the meeting. 
 
2022-10-14-01 Update BSP2 WG roster to establish a formal voting membership list
 Action: Tavares & Vaughn 

4 Review and Approve Agenda 
The draft agenda was approved without modification. 

5 Overview of ISSI Project 
Ken Vaughn presented an overview of the current Infrastructure Standards Security 
Implementation (ISSI) project. This project is a follow-on project to the Infrastructure 
Standards Security Assessment (ISSA) project, which resulted in the development of 
NTCIP 9014. He highlighted the items covered in the project scope as compared to the 
tasks defined in NTCIP 9014, which is shown in the attached presentation. The project 
is also summarized at https://www.ite.org/technical-resources/standards/infrastructure-
standard-security-implementation-issi/  
 
Patrick Chan questioned whether we would reconstitute the device-type working 
groups. Ken Vaughn indicated that was the current plan, at least for the larger device-
type standards but that specific details are still for review. 

https://www.ite.org/technical-resources/standards/infrastructure-standard-security-implementation-issi/
https://www.ite.org/technical-resources/standards/infrastructure-standard-security-implementation-issi/


6 Status of Related Activities 
Ken Vaughn presented the status of related activities, including: 

• The IETF has submitted an update to RFC 6353 for publication. The current draft 
can be found at https://datatracker.ietf.org/doc/draft-ietf-opsawg-tlstm-update/10/  

• ISO/TC 204 is updating ISO 15784-2 to formalize the communications stack to 
include the TLS TM update; this is about to be sent to user comment and is 
expected to be approved by October 2023 

• ISO/TC 204 is updating the ISO 20684 series, which defines objects similar to 
NTCIP 1201. The intent is to coordinate the update with the efforts of the ISSI 
project with the resulting MIB files being posted on the ISO maintenance portal 
for free access. The MIBs for parts 1 and 2 are already available at: 

o https://standards.iso.org/iso/20684/-1/ed-1/en/ 
o https://standards.iso.org/iso/ts/20684/-2/ed-1/en/  

• ISO/TC 204 also approved (on 7 October 2022) a “preliminary work item” for the 
development of ISO/TS 20684-11 Intelligent transport systems — Roadside 
equipment SNMP data interface — Connected vehicle roadside equipment. 
Patrick and Wolfgang questioned this efforts relationship to NTCIP 1218 and Ken 
clarified that the intent is to parallel and heavily reference NTCIP 1218; however, 
they will review the material in the light of the international community and make 
appropriate recommendations (e.g., changing DisplayString to SnmpAdminString 
to allow for an international character set). We believe for the most part, they will 
point to our objects in a similar fashion that we are pointing to their objects in 
some cases. This work item was proposed by Korea and strongly supported by 
UK and France. Patrick indicated that there is interest in updating NTCIP 1218 
and that we should coordinate these projects; everyone agreed. 

 
2022-10-14-02 Ensure that the efforts to update NTCIP 1218 and develop ISO 20684-
11 are properly coordinated Action: Vaughn and Chan 

7 Consider Who Should Review NTCIP 8007 Updates 
Ken Vaughn introduced the need to determine who might be appropriate to review the 
updates for NTCIP 8007. While the BSP2 WG is not able to self-assign this task, it 
seems to be a viable candidate and the question was raised if there would be any 
objection or concerns from within the group for the BSP2 WG being assigned this task.  
 
Doug Crawford asked whether NTCIP 8007 defines the testing requirements and/or 
defines the testing software. Ken Vaughn indicated that the standard does not define 
the software, it only defines how to document testing requirements and defines 
keywords. For example, it defines the term “GET” such that it requires ensuring that 

https://datatracker.ietf.org/doc/draft-ietf-opsawg-tlstm-update/10/
https://standards.iso.org/iso/20684/-1/ed-1/en/
https://standards.iso.org/iso/ts/20684/-2/ed-1/en/


when a “GET” is issued, a response is received, that it has the same objects that were 
in the request, etc. Now that we are using a new SNMP version, some of these details 
need to be updated, but the scope will remain the same and that this should be a fairly 
simple update. 
 
Once these details were explained, there were no objections or particular concerns 
raised. 

8 Overview of NTCIP 1201 Updates 
Ken Vaughn stepped through the updates to NTCIP 1201 at a high level. He explained 
that NTCIP 9014 also recommended that the phase out of NTCIP 1103 and that the 
MIBs contained in that standard should be migrated to the update of NTCIP 1201. The 
proposed handling of each major feature of each of these standards is captured in the 
attached presentation (“ISSI 2022-10-14 BSP2.pptx”) and Word document (“Proposed 
Mapping of NTCIP 1103 and 1201.docx”). The end result of this analysis is that all 
existing features will be deprecated; most of them will be replaced with equivalent 
features from either RFCs or ISO standards, with the exception that the new version of 
NTCIP 1201 will define updated versions for both database transactions and for high-
resolution data recording. This is consistent with the recommendations of NTCIP 9014. 
  
Ken Vaughn indicated that Bob Rausch had requested a new object that would capture 
the last securityName to edit a database parameter so that changes could be more 
meaningfully monitored than just with the current ID structure. No one objected to 
adding this feature into the next draft. Wolfgang Buckel questioned what the 
securityName was. Ken Vaughn explained that whereas SNMPv1 includes a 
“communityName” in the clear, SNMPv3 uses a securityName that is secured 
(encrypted). Wolfgang questioned whether the name related to an individual user, 
system, or group. Ken explained that it relates to the X.509 certificate so it will generally 
identify the “system”, which could be a central system, a specific laptop (perhaps used 
by a specific technician) or other device (e.g., RSU). Per RFC 6353, the X.509 
certificate provided by (D)TLS is mapped to a securityName value and securityNames 
are mapped to group “tags” that can provide similar users with similar access rights. 
Doug Crawford questioned whether the these two change objects would be updated 
with every variable change in the controller, even status information. Ken Vaughn 
explained that the parameter needs to be defined to clearly indicate that it relates to 
“parameters” as defined by the database transaction mode and that it would exclude 
any “status” or “control” object. 
 
The proposal to revise the database transaction feature was discussed; the specific 
reasons for the changes are enumerated in the presentation. The group agreed that the 



revisions were sufficient enough to deprecate the existing objects and replace with a 
similar design as proposed. 
 
Ken Vaughn presented the recommendations from NTCIP 9014, which deprecated all of 
the features of NTCIP 1103, except for high-resolution data recording, which was 
recommended for deprecation and replacement. Doug Tarico questioned whether there 
was any replacement for the other items. Ken Vaughn explained that some of the items 
are deprecated without replacement (e.g., SFMP and STMP), but some items (e.g., 
dynamic objects, reporting, trap management) are replaced with new features (e.g., ISO 
20684-7 ObjectGroups, ISO 20684-5 logs, and ISO 20684-4 notifications). In other 
cases (e.g., SNMP packet size, logical names), the feature is replaced by standard 
features contained within the SNMPv3 RFCs. The discussion included an explanation 
that the revisions mean that there will no longer be a super-compact capability like 
STMP due to security issues, but the ObjectGroup feature will allow a similar OER-
encoding of data, but the end message will be transmitted as an SNMP message with 
its associated overhead, including security (X.509 certificate) overhead. 
 
Patrick Chan expressed concern over the cost of ISO standards and how many 
implementors might have to buy. Ken Vaughn explained that the ISO MIBs will be made 
available online for free and the NTCIP standards will include all the reference materials 
that they contain today. As such, a device standard will define what data is needed and 
some of the source material will be ISO MIBs, but we can include references to the ISO 
maintenance portal where these files can be downloaded. While some of these files are 
not currently online, they are being prepared as a part of the next update and are 
available for committee reference. 
 
Ken explained that the new proposed format allows for triggers, logs, data recording, 
etc. to support device “context”. Ralph asked for clarification on what this concept was. 
Ken Vaughn explained that a context allows a single SNMP agent to act as a front end 
for multiple devices without having to configure alternate IP addresses or port numbers. 
For example, you could have a single high-end controller controlling multiple devices 
(e.g., ESS and DMS). With SNMPv1, this controller would have to have separate agents 
operating on different transport addresses (e.g., IP addresses or port numbers). With 
SNMPv3, the same agent can handle both devices and allow the manager to specify 
which device to control using the “context”. The new trigger, logging, etc. mechanisms 
allow for data to be monitored or captured from any of the contexts supported by a 
device. For example, a controller could monitor a sensor from one context and then 
perform an action within another context. Doug Crawford asked if the context applied to 
all objects or only NTCIP 1201 and Ken explained that it is fundamental to all of 



SNMPv3, so it applies to all objects; however, by default the context is null – it is only an 
option that devices can use when needed. 
 
The proposal to revise the high-resolution data recording feature was discussed and the 
overall approach was tentatively agreed to until more details are available.  

9 Guidelines for 1200 Series Updates 
 
Ken Vaughn presented his proposal for how to document updates, recognizing that 
there is a need for: 

• Existing devices to conform to existing versions of standards, 
• New devices to conform to new versions of standards, and  
• Proxy devices to be able to convert between the two versions 

 
This position was in line with the concerns expressed by the group, which included: 

• The old MIBs should remain available to users while also providing secure 
solutions going forward (D Curtis) 

• We should avoid burdening users and systems with both old and new objects 
when only one is needed (R. Boaz) 

• The need for a minimal upgrade path that allows longer term evolution for a more 
complete security solution; ISO 20684 sounds like a good idea on paper, but it 
may take some time (W. Buckel) 

 
Alex Mousadi asked for clarification that the SNMP proxy agent that transforms from 
SNMPv1 to SNMPv3 could be internal to a box so that there was not an exposed 
unsecured interface in a cabinet (which typically is not very secure). Ken indicated that 
this was certainly one possible deployment scenario and it would be highly dependent 
on agency decisions to decide on possible upgrade paths that consider budgets, 
schedules, etc. 
 
The group agreed that at least for the initial draft we should: 

1. Ensure that we maintain the NTCIP policy of maintaining prior versions of 
standards 

2. Include two types of MIBs in the updated NTCIP 1201 as follows: 
a. MIB(s) that define objects that resolve all identified security and 

implementation issues as desired for future deployments. In general, 
these are new objects (i.e., with new object identifiers) unless they are 
exact matches to previous features. 



b. MIB(s) that provide a minimal conversion of existing MIBs to allow for 
direct object-to-object translation over a secure SNMPv3 (e.g., by using a 
proxy agent). These will re-use the object identifiers of the existing 
objects. 

 
The meeting ran short on time and the other agenda items were postponed to the next 
meeting. 

10 Date and Time of Next Meetings 
2022-10-14-03 send out a Doodle poll to arrange the next meeting, expected in either 
late October or early November Action: Tavares 
 
2022-10-14-04 Distribute minutes, presentation, summary of proposed NTCIP 1201 
changes, and ISO MIBs  Action: Tavares & Vaughn 
 
 
We expect to have at least three more meetings and depending on feedback and which 
documents the BSP2 WG is requested to review, perhaps more. We expect these to be 
held on roughly a bi-weekly basis. 

11 Adjournment 
The meeting was adjourned. 

Prepared by,   
Kenneth Vaughn 
Trevilon LLC 
6606 FM 1488 RD, STE 148-503 
Montgomery, TX 77354 
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